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Cyber Attack Resilient High Voltage Direct Current (HVDC) Systems

Securing HVDC transmission infrastructure by ensuring received commands do not jeopardize grid stability
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Technical Approach

The U.S. national electric grid has more than
20 HVDC installations composed of
transmission links and back-to-back
systems. Therefore, cybersecurity of HYDC
systems and the utility control systems
interacting with them is critical to the
reliable delivery of energy in the nation’s
energy infrastructure.

Project innovations include detection of
adversarial manipulation by cross-checking
commands and configuration changes for
consistency with the physical state of the
system. This approach does not require
additional instrumentation, will be
deployable in existing installations, and will
be interoperable with communication
standards. This project implements a fast,
distributed security framework that
intelligently incorporates the physical state
of the defended system and blocks incorrect
HVDC device actions.

Project Phases

The project will be conducted in four
phases: concept development and validation,
design and prototyping, demonstration, and
commercialization planning.

Phase 1: Concept Development and
Validation

In Phase 1, the team will specify the threat
models that the HVDC system provides a
defense against; develop the defense
mechanisms using domain-based
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principles; and validate soundness of the
concepts in a simulation environment that
captures the dynamics of the HVDC system.

Phase 2: Design and Prototyping

In Phase 2, the defense system will be
designed, improved, and tested to achieve
robust performance capability. This phase
culminates with component-level validation
in a laboratory setting with real time digital
simulators. HVDC controllers, supervisory
control and data acquisition (SCADA)/
energy management system (EMS) servers,
and other devices will be enhanced with new
firmware to support the defense mechanism.

Phase 3: Demonstration

In Phase 3, the HVDC controllers, wide area
monitoring protection and control
(WAMPAC) and SCADA/EMS servers, and
necessary attack and monitoring
infrastructure will be integrated into a utility
facility for testing. The demonstration will
focus on cyber-attacks that result in
maliciously changed control commands such
as dispatcher’s power orders, spoofed
HVDC converter control data, or an
intentionally misconfigured HVDC
controller.

Phase 4: Commercialization Planning

In Phase 4, the team will build firmware
prototypes into commercially available
devices to implement the HVDC system
defense solution. Research results will be
disseminated to standards organizations.

Figure 1. HVDC Diagram. (1) HVDC converter station rectifier, (2) HVDC converter station inverter, (3) AC, (4) DC

Anticipated Results

Project results will include the following:

e  Power system state aware HVDC
cybersecurity.

e Implemented and prototyped HVDC,
WAMPAC, and SCADA / EMS
system security layer.

e Enhanced HVDC controllers, SCADA
| EMS servers, and other devices with
new firmware to support cyber
defense mechanisms.




