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Agenda

Electric Sector Data Context
* 12 min Presentation, 20 min Discussion

Sector Strategy & Secure Data Portal

* 12 min Presentation, 20 min Discussion

Data Use & Protection
* 12 min Presentation, 20 min Discussion

Conclusion & Discussion
* 4 min Presentation, 20 min Discussion
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Electric Sector Data Context



The Evolving Role of Grid Data (Operational Perspective)

o o »

Data type PAST PRESENT FUTURE
Limited: Mainly More diverse: Includes meter Highly varied: Real-time
voltage, current, data, outage information, sensor data, forecasts,
power flow weather data environmental data
Primarily: utility Expands to include smart meters and Diverse: includes non-utility, DER,
assets - power plants more distribution assets distributed connected devices, vehicle-
and substations energy resources (DERs) to-grid (V2G), loT sensors
Low: Data collected at Moderate: Meters High: Real-time data
infrequent intervals collect data every streams with
(hourly, daily) few minutes millisecond resolution
Monitoring grid health Optimizing grid Advanced analytics for predictive
and coordinate operations, improving maintenance, dynamic pricing,

response to issues efficiency and integrating renewables



Annual Grid Data Production Through The Years
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Terabyte (TB): 1thousand gigabytes » Petabyte (PB): 1 million gigabytes » Exabyte (EB): 1billion gigabytes



Grid Data by Location

Terabyte (TB): 1thousand gigabytes » Petabyte (PB): 1million gigabytes » Exabyte (EB): 1billion gigabytes
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Electric Sector Data Strategy Goals

Address Interoperability challenges Enable Data standardization and
Data standardization interoperability solutions/platforms

O Data discovery = Collaboration

Develop functional Data ecosystems with flywheel .~ S
effects — Data Spaces/Open Data Portals/Platform i gerarmame =

Define and document data strategy for the Electric Sector

Initial whitepaper on data strategy created

Privacy preserving tecniques to make more data more open and
available to the right people in a secure manner at the right place
and at the right time
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EU Energy Data Strategy

Policy & Regulation: SmartGrids Task Force
Policy & Strategy: Digitalisation of Energy Action Plan

SAREF (Smart Appliances REFerence ontology) - SAREF4Energy; ICT
Standardisation Rolling Plan (smart grids & loT chapters)

Energy-
efficient

Cloud &
Data
Centres

Co-ordination: Bridge cluster of smart grids & stor data management working group

Cross-sector/system-level interoperability: OpenDEI, AloTlI

Connecting Europe Facility 2:
Infrastructure Operational Digital Platforms for the Energy Sector
Energy-efficient cloud-edge

DIGITAL Europe 2023-24:
Energy Data Spaces (planned)
Energy-efficient cloud-edge

Deployment Horizon 2020: Digitising European Industry Large-
Scale Pilots in Energy: 60 ME
Smart Grids & Home: Interconnect,
Smart Home: Synergy, Platoon, BDAOPEM

Innovation Horizon Europe — Cluster
Replicable solutions, interoperability &
energy data space: 76 M€

Research Horizon Europe — Cluster 4:
Cloud-Edge-loT: Horizontal with vertical use cases
(energy, mobility, buildings, & x-sector...)

All deployed ICT infrastructures should be sustainable

2020 2021 2022 [ 2003 W 2000 | 2025 2026 »

ralia and UK Energy Data Strategy

ESB DATA STRATEGY
Managing changing data needs in the energy transition and
optimising the long-term interests of consumers in a digitalised future

New Build © Need: : Needs

Framework ~ Capability

tomorrow

MNew data governance
legislation supports clear
consistent princi

Drive leadership, coordination Fit-for-purpose data I Support change and adaptabliity
and capability Address priority data gaps to forward-looking, proactive and
sharing best practice, huilding suppart transition and flexible approaches, with strong

5 capability and capacit; oapportunities to streamline research capabifity
econamy-wide data refarms i PRERY i | mability

Framework out of date
Out-of-date/inconsistent

Coordination and
capability gaps.

New needs take too long
Changing technology creates

Needs not met
Ineffective access to data leads

Problein to regulation and policies - trusted Barriers to data access often P new data needs: regulation,
b solwsd stakeholders cannot safely wsanlsatwnar\ lack of clear rales HePRciGive g i policy governance and standards lack
access, share or integrate data or oordination; constraints on : flexibility and respond slowly.
needed to promote the long- FESOUFCES, SYStEmS oF il wdf" I Data barriees limit research to
term interest of consumers capabilities; risk-averse culture. PR Aoc apacatianalrisc, solve new needs
Key workstreams:

A Modermn, Digitalised Energy System
Delivering better olitcarmies for cansumers via superior Utilisation of assets, greoter price discovery
and apportunity to atiract new productive ossets o the system.

Digitalisation of the Energy System

Building
Blocks

Data Catalogue Asset Registration Strategy Digital System Map



Energy Data spaces

The Energy Data Space can enable the digitalization of the energy transition by providing an
architecture to make data available to increase the efficiency in asset and system operation

Data Data Sovereignty Data Data Spaces
Interoperability and Trust Value Creation Governance
(& < © W
L Data Models & e Identity & Metadata & Q | sHane Business
| I: :l ) formats Management Discovery Services Agreements
‘ ) Data Exchange SuAns Trusted -E “ Publication & ' \ — Operational
‘ API Exchange o o Marketplace Services Agreements
& © ©
## ) Provenance & ! Access & Usage g . Data Usage - Organizational
) Traceability Control/Policies @ Accounting ﬂ Agreements

Technology Building Blocks

https://www.opendei.eu/wp-content/uploads/2022/10/OPEN-DEI-Energy-Data-Spaces-EHM-v1.07.pdf



https://www.opendei.eu/wp-content/uploads/2022/10/OPEN-DEI-Energy-Data-Spaces-EHM-v1.07.pdf

att
4 — >\
Uj S \ N C R C \ Societal Data Management according to the F A I R principles

For useful subsaets, not only entire data

Chack with them what they nead Fon Shooss IS DEWS USe
Institutional Archiving formats may not Add transformation
Repositories Types L be what you work with to your workflow
\ Field-specific
You may only see a location as a
Could be mora than one Example simple data point, others may want to

use it for correlations

Especially if data is in institutional repository Use what others use, or map

Terminology essential ”
e EnSutic Usiis e & License Transitivity
Persistent identifier Makes you citabla? it
Longevity ﬂ p Machine settings
Quality of the repository Your own web site may - ‘.;I:’"“ - e aolirtnd
not be a good repository .. Reusable / Provenance Actual software + versions
. - \ ™
Data access committes Conditions? ."?'-. i Very valuable for your own work
ar \\\‘. \ Halll:
Accesaibie No unlimited embargo period i \Necessary for reproducibility
S/ N e \ \, More metadata than you need
Example: think through what wi - . z - .
h i the . Don't hide data in namrative Nanopublish as well as publish
Quality of your own center wrong file?

Example: What will happen if the
whole system fails




Big Data? Surely you jest!
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Sector Strategy & Secure
Data Portal



Data Portals Today

EIA

Wood Macenzie (

About Us

- AEP Tuwas Cenlral Comgary,

+ AEP Tawas Norin Company.

+ CartelPoini Enary Houston Eleeic. LLC.
+ Orear Elpctric Daltvery Company LLC, and
+ Taxas-Mow Mexco Power Company
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Smart Mater Texas ' (SMT) (s a collaborativa effort among the folawing uSices

'y S eI M
mes and authorize

Up-to-the-minute power market data so you can
uncaver trends, patterns and opportunities
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Building Blocks Taxonom

Governance Building Blocks

Business

Business Model
Framework

Use Case
Development

Data Product

Data Interoperability

Data Models &
formats

Data Exchange

Provenance &
traceability

Governance

Organisational
Governance

Data Governance

Data Space
Intermediary

Data Sovereignty

o
o 11Ut

Access & usage
policies and control

Identity
Management

L

Technical

Building Blocks

Legal

Regulatory
Compliance

Contractual
Framework

a Value Creation

Data, Services and
Offerings
descriptions

Publication &
Discovery

Marketplaces &
Usage Accounting

DSSC Delivery Plan

Starter Kit

Blueprint

Building Blocks Standards

Support Pla

Data Spaces Radar

Network of Stakeholders

Maturity Model Data Spaces Taxonomy

DATA SPACES
SUPPORT CENTRE

Annual Co



Develop and Deploy a Data Catalog Solution for Data Discovery and
Transparency with Data Governance

Goal: Implement a data catalog solution that provides capabilities like

standardization and interoperability, while handling data privacy and
confidentiality.

e Current Status:

« Data portalis available hitps://openenergyhub.ornl.gov/login/
— Live for Beta testing on May 20t", 2024.

— Added 50+ datasets (data and/or metadata)

— Linking multiple ORNL project datasets from multiple sponsors

v+ dataworld @


https://openenergyhub.ornl.gov/login

High Level Data Framework for OE projects v

Centers of Information/Data providers

Sensor data and analytics Distribution T-D Interface Microgrid & DER

ROVI GRID-C EAGLE-I
. DarkNet NAERM
Flow/Li- Sensor il Real- Outage COMMANDER

) data simulation time grid Analytics Microgrids
batteries data

/ Data Privacy and Security

Open Data Triage Data Data
Encourage open data culture while Interoperability Governance
Priva cy pres erving kfeeplng data privacy in mind and Data access Controls
techniques i Standardization
Differential privacy b,

Secure Multiparty Computation

O Data discovery an Collaboration

@ Glossary

% Data governance ["] Open APIs

121 Data lineage

Al for Grid Platform

\_ )

Data Consumers - Data Scientists/Researchers

Data suggestion feature *



US Electric Sector Data Strategy — Secure Data Portal Pilot

& Signup ¥ Login

The Department of Energy's (DOE)
Energy Data Catalog and Portal is an
exploration of a comprehensive digital
platform designed to facilitate access to
a wide range of energy-related data for
researchers, policymakers, industry
Data professionals, and the public. This
po rta I initiati\fre aligns with the DOE's
commitment to transparency,
innovation, and collaboration in energy
research and policy development. This
effort and instantiation is brought to
you by the DOE Office of Electricity.

Open

Explore datasets
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Metadata Matters!

Metadata

e Commonly defined as “Data about Data.”

e NISO: Structured information that describes, explains, locates, or otherwise makes it easier to retrieve,
use, or manage information

e Concerned primarily with citation level (descriptive) metadataand rights level
(administrative) metadata as applied to the data portal cards

Current status:

e Ofgem published its decision on updates to it’s Data Best Practices Guidance vl on August, 7 2023. It
sets a bar for data sharing in the wider energy sector and will almost certainly influence guidance in
other regulated sectors.

e A particularly interesting update was the specification of Dublin Core as the minimum metadata
standard, with a requirement for it to be implemented by August 6, 2024.
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Aligning with Standards and Taxonomies

Notes: Use either the Infrastructure Data Taxonomy (IDT) Chapter 5, Energy; or the
IRENA Energy Taxonomy when constructing subjects, paying particular attention to their
respective implementation guidelines. For instance, per the IDT:

In describing a given infrastructure asset, the general convention is to use the greatest
level of detail possible. If there is insufficient information to identify an asset at a greater
level of detail, a less-detailed level may be used.

Example:

dc:subject Supercapacitors

IDT Description Cross-sector Reference
5.1.2.3 Direct Current (DC) Converter Station 190 22121
dc:s ubj ect Transmission Line Facilities that convert high voltage power between alternating current (AC) and
direct current (DC) for improved efficiency in transmission.
5.1.2.4  Generation Dispatch and Transmission Control 191 221121
Center
Centers that control the dispatching of generators and the high voltage
transmission system. Includes generation and transmission supervisory control
-T . | | f and data acquisition (SCADA) systems. Includes independent system operator
axonomies allow for oo e
51.3 Electricity Distribution 192 221122
C | a SSIfI Catl on acco rd I ng to a EgglllLl\lle)s used to transmit electricity to final consumers at lower voltages (usually
I 5.1.3.1  Distribution Line 193 221122
p re d ete rm I n e d SySte m I Facilities that include lines, poles, transformers, and meters.
H H 5.1.3.2 Distribution Substation 194 221122
e n S u rl ng Con SISte n Cy a nd Connection points in the distribution system and from the distribution system to
H H the transmission system. May include transformers, capacitors, and switchgear.
accuracy for information 5133  Distribution Control and Dispatch Center %5 TP
. H H H H Centers that control the lower voltage distribution system. Includes distribution
retrleval Wh ||e allg n | ng Wlth supervisory control and data acquisition (SCADA) systems.
industry best practices.

OAK RIDGE
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Data Review and Release/Triage (Pilot)

Goals
— Align with Review and Release (ORNL/DOE) Processes
— Draw from the UK's Open Data Triage ( as has NARUC)
— Show the progress of data "openness" throughout the data lifecycle
— Closed and Restricted data sets are also allowable outcomes
Working with Legal and Privacy Office to
— Develop appropriate disclaimers
— Develop sharing policy
Current Excel based calculations (similar to UK)

Planning to operationalize processes up to the DOE level

20




Data Use & Protection



Data Users and Uses Grow; Usability Lags

Even within a utility, data is not easy to share and easy to use
Operational coordination is increasingly multi-stakeholder
Customer data access, sadly, remains a challenge

Multiple third parties have legitimate grid data needs and
data potentially to offer in return

Interoperability remains a critical pursuit, in all futures

g, Advanced Grid
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Data Utilization and Sharing is a Hot Topic

 OF’s Outage Data Initiative Nationwide

* Model Data exchange at T-D and with the Public
* Grid Transparency (Hosting Capacity etc)

* NARUC Grid Data Sharing effort

 DOFE’s i2X — Interconnection Innovation Exchange
* DER Registries




Data Value Caveats

Raw data isn’t gold, it’s ore

Full fidelity data is hardly the sole source of value, but many
claim they need it

Valuable data is usually the result of data cleaning and data
fusion, an underappreciated value creation process

Very few parties require or deserve full-fidelity data

e Data Dervatives and Data Fusion products are an effective path to
value

Beware the “Velvet Rope” solution

g, Advanced Grid
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PET’s and Advanced Data Protection Methods Emerge

* Anonymization
e Differential Privacy
e Zero Knowledge Proofs

* Secure Multi Party Computation

* Trusted Execution Environments

* Homomorphic Encryption

* Federated Learning/Distributed Analytics




Conclusion & Discussion



We can’t afford to be tactical...
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Electric Sector Data Strategy Goals

Address Interoperability challenges Enable Data standardization and
Data standardization interoperability solutions/platforms

O Data discovery = Collaboration

Develop functional Data ecosystems with flywheel .~ S
effects — Data Spaces/Open Data Portals/Platform i gerarmame =

Define and document data strategy for the Electric Sector

Initial whitepaper on data strategy created

Privacy preserving tecniques to make more data more open and
available to the right people in a secure manner at the right place
and at the right time

Advanced Grid
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Take Aways

 |ts not a “Data Tsunami”

* Who needs Observability, why, and do they need to create it
or borrow it?

e Data could be viewed as a workforce
* Non-utility data will grow faster than utility data

29
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