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Learning Objectives

Upon completion of this training, you will be able to:

Understand how agencies can use building energy data to
meet agency goals, through EMIS and metering approaches

Learn best practices and resources FEMP has helped develop
to secure connected OT & GEBs

Understand how building data can inform O&M



FEMPgY

Federal Energy Management Program

Connecting Buildings: Data and Performance

Jefferey Murrell, PE, MBA



Learning Objectives

 Become familiar with the new Federal Metering Guidance
(revised), new water metering best practices guide, water
mapping tools, and the new Federal EMIS Guide

* Learn the importance and benefits of a full-functioning
and accredited advanced metering infrastructure (AMI),
grid-interactive energy buildings (GEB), meter tracking
systems, and EMIS

 Understand Federal Government Drivers

 Learn how agencies implement metered data and control
systems into Performance Contracting (PC) projects

through success stories




Advanced Metering Requirements per Energy Act 2020



What is the Federal Metering Guidance?

* Objectives:
— Advise Federal agencies on the legal requirements to meter their buildings
— Recommend a process for prioritizing buildings for metering
* Intended audience:
— Federal energy and water managers
— Federal facility managers
* Key elements:
— Background and legislative authority
— Metering Determination Process
— Five-year Metering Plans
— New appendix: metering program planning recommendations



Authorizing Legislation

EPAct 2005 Section 103

— Introduced electricity metering requirement for all Federal buildings

— Use advanced meters to the “maximum extent practicable”

— FEMP released first Metering Guidance in 2006

EISA 2007

— Annual benchmarking of metered buildings that are part of covered facilities
— Natural gas and steam metering requirement

Energy Act of 2020

— New requirement for water metering

* Previous update to Guidance released in 2014



New Guidance published in October 2022

Previous Guidance Updated Guidance

Federal Metering Guidance

2y, U.S. DEPARTMENT OF g
ENERGY EFFICIENCY
b At October 2022

& ENERGY

Federal Building
Metering Guidance

(per 42 U.S.C. § 8253(e), Metering of Energy Use)

November 2014 Update

FEMPg

United States Department of Energy
Washington, DC 20585 Federal Metering Guidance | Page i




Latest Update - Energy Act of 2020

 Required DOE to update Federal Metering Guidance considering new water
metering requirement

* Upon publication of update, Federal agencies required to submit updated
Metering Plans to FEMP within 180 days
— Target submission: April 2023

 FEMP will continue provide technical assistance to agencies developing
Metering Plans

* |nitial Agency Feedback will shape the FEMP Metering Program in FY24 and
beyond
— Quarterly Federal Metering Community of Practice Meetings
— Revised Metering Training and Web-based Federal Metering Best Practices Guide
— EVSE and Metering Best Practices Guide

— Carbon Pollution-Free Electricity (CFE) and Metering Tool Guide @



Energy Management Information System (EMIS) and Grid
Interactive Energy Buildings (GEB) Requirements per Energy
Act 2020



Energy Management Information Systems (EMIS)

Requirements per Energy Act of 2020

EMIS Definition:

Energy Management Information Systems (EMIS) are a broad EMIS Capabilities that Support Federal Requirements and Mandates

and rapidly evolving family of tools that monitor, analyze, and

EMIS Capabilities
control building energy use and building/metering system

Centralize, Measurement .
performance Jomalz, -- st - S
. . Energy Reduction “ V “ / V / V
EMIS can support and improve site energy management by o Data Center v v v v v v v
providing building owners and operators with well-organized 3 B:::;i:(’“i‘::of
building performance and energy consumption data, enabling a B Federal Fciite v v v v
host of analytic capabilities. These capabilities include portfolio- Q  (ewmiler o v v v v v
wide energy benchmarking, data visualization, and key g Follow Up on v v v v v v
performance indicator tracking; automated fault detection and gl
diagnostics;, automated measurement and verification of energy E RowoConmsonng v v v v v
conservation measures; and supervisory control enabling i WobBased Coriatin 3/ v v v
automated system optimization and demand management. E Metering Requirements ¢/ v v v
I; Annual Energy Report V V ./ /
_?:f Reneu;ael::::nergy V V
8 Waste Management V V V
Water Management V / V V

Reference: https://www.energy.gov/eere/femp/energy-manageme nt-information-systems-federal-facilities
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https://www.energy.gov/eere/femp/energy-management-information-systems-federal-facilities

Smart Energy Analytics Campaigh Results

EMIS deployment is increasing
nationwide Smart Energy Analytics Campaign Results

@ 6' 500 BUILDINGS
0l

567MILLION SQUARE FEET

e DOEBTO and LBNL ran SEAC from

2016 to 2020 ==/

+ EMIS installed on 567 million ft2 ‘\‘
I n S a e O n m il O n ' EMIS SOFTWARE REPRESENTING 40 DIFFERENT EMIS VENDORS HAVE BEEN INSTALLED

¢ Ca m pa ig nresu Its . F D D Sd Vi n gs Of ENERGY SAVINGS FOR ORGANIZATIONS WITH EMIS: FIRST-YEAR INSTALLATION AND INVESTMENT PAYBACK:

9% and EIS savings of 3% R A COSTS:
o mf[ O ao
3% = D el 9% ﬁfn @ 2 years
$95 million fraioganiations es  eo ﬁ@

$0.02/sq ft  $0.08/sq ft

5
&
)

ther

ANNUAL SAVINGS for the median

$3 m].ulOn portfolio (15 million sq ft)
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https://smart-energy-analytics.org/assets/Building%20Analytics_2020sep16.pdf
https://smart-energy-analytics.org/assets/Building%20Analytics_2020sep16.pdf

Benefits of EMIS to Federal Agencies

. Benefits of EMIS to Federal Agencies
Direct Value J

* Reduce energy and demand . . .
* Commerciallyavailable EMIS Direct Indirect suPportmg

the investment Value Value Compliance

Indirect Value
* Add valueto agency’s core n

° M eter d ata SySte ms Energy, Demand, and Full Facility, Campus, Federal Energy Management
. . Cost Reduction and Portfolio Visibility Laws and Executive Orders
 Compliancewith laws and re
: Enhancing Usability Compliance with
M f
easurement and Verification of AMI ASHRAE Standard 90.1
Prevention of Drift Enhancg:g:;ability Supporting 1SO 50001

Reference: hiips:
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https://www.energy.gov/eere/femp/energy-management-information-systems-federal-facilities

FEMP EMIS Webpage

FEMP EMIS Websit tent
FEMP EMIS Website Content: S Website Conten

* EMIS Technical Resources Report
 EMIS Technical Specification
 EMIS Planningand Procurement

EMIS Planning and - EMIS Resources

Procurement

Provides steps for Offers supplemental

planning and procuring links to websites, tools,

* EMIS Resources an EMIS and includes EMIS procurement and documents to
o EMIS Case Studies support materials. support implementing EMIS in facilities.
* 50001 Ready Program Learn more Learn more

Completed Publications

. 50001 Ready Program e S
* Best Practices for EMIS Metadata Schemas EMISCasaStugy HERaS
* EMIS Cybersecurity Best Practices Covers NREL's Intelligent Recognizes facilities and

* Best Practices to Support EMIS Operation at Campus and how it organizations that attest
Federal Facilities leverages its own lab to the implementation of

* Best Practices for Enhancing Performance buildings to study renewable energy with an IS0 50001-based energy management
Contracts with Monitoring-Based quantitative measures. system.
Commissioning (MBCx) Loarn more

Learn more

Reference: https://www.energy.gov/eere/femp/energy-management-information-systems-federal-facilities L ]}
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https://www.energy.gov/eere/femp/energy-management-information-systems-federal-facilities

Smart Building Technologies and Opportunities

Figure.1 Example Commercial Grid-interactive Efficient Building [1]

The building Energy Management and

Information System (EMIS) utilizes analytics

supported to optimize energy use for

occupant patterns and preferences.

* EMIS acts as the “brains” that operate the
building from data and information.

Utility price “signals” and weather forecasts
are used by the EMIS to stage operations to
reduce CO2 output and operating cost.

EMIS can dispatch or stage building loads to
offset the irregular, swings from on-site
generation PV generation, making distributed
renewables easier to implement.

All of this is not possible without devices that
can communicate, devices that have controls
and variable modes or settings, that are
smart and flexible/responsive.

Adapted from Neukomm, M., Nubbe, V., & Fares, R. (2019). Grid-interactive Efficient Buildings: Overview. Office of Energy Efficiency and Renewable Energy , US DOE, Washington, DC, Tech. Rep.

Grid-Interactive Efficient Buildings for Federal Agencies | Department of

Enerqgy
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https://www.energy.gov/femp/grid-interactive-efficient-buildings-federal-agencies
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FEMP’s Grid-interactive Efficient Buildings (GEBs) FEMP’s Grid-

interactive Efficient Buildings (GEBs)

Per the Energy Act of 2020, a GEB is an energy efficient buildingwith connected
and smart technologies characterized by use of flexible Distributed Energy
Resources (DER) to optimize energy use for utility benefits, occupant benefits, new
manufacturer offerings, and/or societal benefits in a continuous, integrated

manhner. Efficiency Load Shed
................................ 2 | 2 !
....... 6, § . - ey . . '-..‘. § ! §
— ,'.:.'i"‘ ‘% / ..'.- ¢ _& ..." -'..‘. 6‘ ..-' § g
S JOANEY S @ B
:‘ . . :- . a H : :o :‘ - | = . Hour of the Day Hour of the Day
".. > i .': 3 Q ] ‘% .': & = A .': p /r\/\ .': Load Shift Modulate
< /\ - -_. v A\ .',. < ,‘. : g S
................................................... g 2
1; 2
EFFICIENT CONNECTED SMART FLEXIBLE & ‘% !
Hour of the Day Sub-Seconds to Seconds
= Energy-efficient design — high-quality walls and windows, = Smart — appropriate sensing and responsive controls that
high-performance appliances and equipment, and optimized use data to benefit operations.
whole building design.
= Flexible — the building energy loads can be “shifted” in
= Connected — the ability to send and receive “signals” to time to help mitigate solar generation, electric vehicle
respond to grid needs and/or other externalities. charging, and/or energy storage.

Adapted from Neukomm, M., Nubbe, V., & Fares, R. (2019). Grid-interactive Efficient Buildings: Overview. Office of
Energy Efficiency and Renewable Energy, US DOE, Washington, DC, Tech. Rep.



Water Mapping Tools and Water Metering Best Practices
Guide per Energy Act 2020



FEMP Water Metering Resources

Pacific
Northwest
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e https://www.energy.sov/eere
/femp/water-metering-
resources

Water Metering Best
Practices

February 2022
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B Ford
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https://www.energy.gov/eere/femp/water-metering-resources
https://www.energy.gov/eere/femp/water-metering-resources
https://www.energy.gov/eere/femp/water-metering-resources

Water Metering Requirements per 42 U.S.C. § 8253(e)

« By October 1, 2022, all federal buildings, for the purposes of efficient use of
water and reduction in the cost of water in such buildings, shall be metered.

« Each agency shall use, to the maximum extent practicable, advanced meters
or advanced metering devices that provide data at least daily and that measure
at least hourly consumption of water in the federal buildings of the agency.

« Meter data shall be incorporated into federal water tracking systems (e.g. ISO
50001, Energy Management Information Systems) and made available to
federal facility managers.



Water Meter Selection Considerations

 Meter Size

 Water Demand Profile "Location

» Accuracy "Networking and Cyber

* Pressure Loss Security
=Communication & Data
Management
=Cost



Determining the Water Demand Profile

* To select the right meter type and size, determine the building or
application flow range and estimate percentages for each:

* Low flows (0.25 gpm-30 gpm)
* High flows (30 gpm-1000+ gpm)
 Maximum continuous duty (varies)

 Temporary data logging may be required to collect water use profile
data (minimum of 7 days). The existing meter (typically utility
owned) must be tested for valid data logging.

By



Common Water Meters in Buildings

NUTATING DISK

Transducer Register Transducer

!
Upstream Signal []Ic-w stream Signal

ULTRASONIC ELECTROMAGNETIC Loy



Water Meter Characteristics

Turm Down Meter

Meter Flow Range - - Pressure
Meter Type Ratio Size
Ele (gpm) (High to Low) Range Lor
Water Meters Applicable for Most Building Applications
MNutating FPositive . . By . Single Family Residential, )
Disk Displacement 5 0.25 to 400 3:1 1o 201 fg" to 2 Low Small Commercial 10-15 years
Turhine : , ) are . : Large Office, Imigation,
Class || Velocity 33 4 to 12,000 20:1 to 50:1 ¥ to 20 Medium Education, Hospitals Annual
Single Family Residential,
: : 33 to _ /8" to Multifamily Residential,
Utrasonic Electronic 355 0.05 to 10,000 100:1 120" Low Hospital, Commercial, 1-5 years
Imigation
Single Family Residential,
Electro- : i3 to } arm . Multifamily Residential, )
magnetic Electronic 355 0.1 to 100,000+ 400:1 ¥ to 72 Low Hospital, Commercial, 1-byears
Imigation
Compound Multifamily Residential,
cl 3[;{; I Compound 1033 0.25 to 4 500 100:1 to 1,000:1 FAGT: High Haospital, Commercial, 1-5 years

Education, Imigation



CFE and Advanced Metering



What is 24/7 Carbon Pollution-free Electricity (CFE)?

CO: total output emission rate (lb/MWh)

« 24/7 CFEmeansthatduringevery hour of by eGRID subregion, 2020
every day, every kilowatt-hour (kWh) of
electricity consumption is matched witha kWh
of carbon pollution-free electricity generation

e Can apply at any scale:

— Building
— Campus
— Grid
* Fossil fuels are part of the grid-supplied D e || ——
electricity generation mix in every region of the po | |
US. eGRID&® Source: US. Environmental Protection Agency

= Currently, any facility that uses grid-supplied power is responsible for Scope 2
greenhouse gas (GHG) emissions from fossil-fueled electricity generation



Ways to achieve 24/7 CFE

California Independent System Operator
Electricity Generation by Source 10/3/2022

* Demand management

— The less electricity a facility uses, the lower its scope 2 GHG
emissions, no matter what the regional grid mix is

— Timing matters—grid emission factors vary throughoutthe day 12500
dependingon which generators are online 10000
* On-site CFE generation and storage $ s

— Distributed energy resources, such as rooftop solar, can

provide power to a facility directly and displace fossil-fueled w
power from the grid ° - —

— On-site batteries can provide short-term storage for excess _ FFFTTFFTSTS S S S S ®
CFE and further displace grid power when CFE resources are
unavailable (e.g., after sunset)
e \N/indl Solar = Hydro

° C FE p rocu rement o= Other === Petroleum Natural gas

— Bundled or unbundled purchases of power and/or energy — Coa —— Nudlar
attribute certificates can be matched with facility electricity

. Source: US. Energy Information inistration
consumption @L
26

)



Value of 24/7 CFE

Acknowledges that timing and geography matter
— Matching 100% of total electricity use with EACs does not equal 100% hourly CFE
— Unbundled EACs may come from other regions

 Encourages multi-pronged CFE strategies

— Demand management

— On-site CFE generation and storage

— CFE procurement

Creates a framework for time-based valuation of CFE generation
— Higher value for CFE generation during periods of low CFE availability

Incentivizes investment in clean firm generation technologies
— Neededto “fill the gaps” left by variable renewable energy (e.g., wind and solar)
— Geothermal power, nuclear, natural gas with carbon capture & storage, and synthetic and biofuels

By



24/7 CFE Goals for Federal Agencies

* Executive Order 14057 (Catalyzing Clean Energy Industries and
Jobs Through Federal Sustainability)
— Ambitious goals for federal facilities and fleets
— Significant, coordinated federal action needed

e January 2023 Annual Energy Report:

— Agencies must report on their approach to getting their hourly facility
consumption profiles by grid region—advanced meters, utility data

100% Carbon
Pollution-Free

Electricity by _ _ or | |
2030, — Agencies mustreport the percentage of their electricity consumption by grid
including 50% region on an hourly basis

onaz24/7  CEQ will issue guidance for 24/7 CFE accounting in FY23
basis — Coordinating with DOE-FEMP, EPA, and OMB

Carbon Pollution-Free Electricity Resources for Federal Agencies |

Department of Energy @ 2



https://www.energy.gov/femp/carbon-pollution-free-electricity-resources-federal-agencies
https://www.energy.gov/femp/carbon-pollution-free-electricity-resources-federal-agencies

Advanced Metering and 24/7 CFE

* Advanced electricity meters are criticalto the success of 24/7 CFE—they
provide the baseline data required to match a facility’s hourly demand
with hourly CFE generation

— An advanced electricity meter records consumption data hourly or more frequently and
provides for daily or more frequent transmittal of measurements over a communication
network to a central data collection point

— A standard cumulative electric meter cannot be used to demonstrate compliance with
24/( CFE goals
* Key data sources for calculating a facility’s CFE score:
— Whole-facility advanced electricity meter
— Submeters for on-site DERs and storage
— Hourly generation data from purchased CFE
— Local hourly electric grid mix data



Metered Data, Control Systems, and Performance
Contracting



Agency Federal Goals and Requirements

Agency energy projects will enable progress toward several administration and
congressional priorities focused on energy and water efficiency, decarbonization,
investment, jobs and American manufacturing.

Climate Smart

Federal Buildin
Building Initiative &

Performance Standard

Energy Act of 2020

Executive Order 14057

Agencies to use performance
contracting to address at
least 50% of ECMs identified
Agencies to implement all
cost-effective ECMs identified
within two years

FEMP to establish a Federal
Smart Building Program

Government-wide targets for
long-term and mid-term GHG
reductions

100% net zero buildings, zero-
emission fleets, 2477 carbon
pollution-free electricity

Met zero federal government
operations by 2050 or sooner

Mote: Descnpiions are ilfustrative and not comprehensive.

Agencies to establish
emissions reductions targets
delivered through
performance contracting
Increase on-site clean
electricity generation
Support plan to reduce
emissions from Federal
buildings by 50% by 2032

Support achievement of net-
rerno emission for federal
building portfolio

Zero scope 1 emissions from
on-site fossil fuel use in 30%
of agency’'s federal buildings
(by GSF) by FY 2030

Applies to federally-owned,
ElSA-covered facilities in .5,
and LS terrtories




What are Performance Contracts?

Contracts that allow agencies to do energy projects with no up-front
costs and no additional appropriations from Congress.

Utility/ESCO
& * Develops and installs energy/water conservation measures (ECMs)

i * Resulting cost savings to cover project costs

» Pays utility or ESCO over term of contract from savings
» Contract administration=>life of contract

FEM P!%J * Provides support upon request: technical, financing,
Foceral Enrgy Maragernort Program and contracting expertise



Key Feature of Performance Contracts

Legislated purpose: Achieve
energy savings and ancillary
benefits

* Max contractterm is 25 years (starting
with task order award)

* Financing and appropriations may be

combined
 Utility/ESCO is responsible for obtaining
financing
* Contracts are firm-fixed-price Utility Energy Service Contract (UESC)
. I\/_Iultiple sites may be includedin a « Prime contractor = local serving
single task order distribution utility (electric, gas, or water)
* May include advanced metering, energy * Performance assurance plan or savings
monitoring information systems/control guarantees are required - savings

SyStemS O&M repair & replacement to exceed payments over contract term

|



What can be bought and how is it is paid for?

e Energy and water conservation measures* that meet
— Virtually any ECMs that reduces energy applied to

— This can include EV Chargers (EVSE) as part of a related
ECM or as an ECM for demand cost savings

 How to pay for performance contracts
— Measurable/verified energy, demand, and water cost savings
— Energy- and water-related cost savings (O&M and R&R)
— Avoided equipment cost savings
— Appropriations, grants (e.g., FEMP AFFECT), rebates,
renewable energy credits, and other incentives

*Energy Act of 2020



https://www.directives.doe.gov/ipt_members_area/doe-o-436-1-departmental-sustainability-ipt/background-documents/energy-act-of-2020/view

USCG Training Center Petaluma Project Award

» $48M ESPC award that will accomplish $36.1Min
capitalinvestment
— Annual savings of $1.2M, 8.7M kWh/yr of electricity
and 50.8 kgal/yr of propane
 Energy resilience ECMs accomplished with an ESPC
Energy Sales Agreement

— GHG reduction of more than 3,950 tons CO2 gi,wssgggf
equivalent Generators

=

 Energy resilience ECMs
o Solar PV - 5MW
o Battery Energy Storage - 11.6MWh

o Backup Generators Existing o
o Microgrid Less than 2% of .
overall project

MV Transformers : :
savings but essential

o EV Chargers to balancethe plant. @
vanced Energy Mete# B




ESPC ESA Case Study: NIST Campus (Gaithersburg, MD)

Site
* National Institute of Standards and Technology

System

5 MW-DC fixed-tilt ground-mounted PV system
* Contract vehicle through ENABLE with an Energy Sales
Agreement (ESA) for P ther ECMSs)

. arded May 2018
. cepted/Completed Dec. 2018

* Estimated Fi ction ~6.1 million kWh
* Guaranteed Annual Cost Savings from PV ~$500,000

Proposed Next PC project

« Campus-wide EMIS connected to advanced meters
e Smart lab and data center improvements; various ECMs

NISTCase Study

EOU/Ig


https://www.energy.gov/eere/femp/articles/espc-esa-case-study-energy-affordability-national-institute-standards-and

How to Get Started with a Performance Contract: Your

Federal Project Executive (FPE)

 Help with all performance
contracting: ESPC, ENABLE,
ESAs and UESCs

Connect you with lab, Subject

Matter Experts (SME),
resources

)
T4 |
ry
Western Region Southeast Region

Multi-regional Support Click here for more

Scott Wolf Doug Culbreth Tom Hattery Michael Mungal information about how
Western Region Southeast Region Northeast Region All Regions FPEs can help vou

plus East Asia and plus Europe and plus State Dept. 954-812-7082 p you.

the Pacific: Near, Western 202-256-5986 mungalmj@ornl.gov

South, and Central Hemisphere thomas.hattery@hq.

Asia 919-870-0051 doe.gov

360-866-9163 culbrethcd@ornl.gov
wolfsc@ornl.gov
37
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Thank You!

Jefferey Murrell, FEMP

Jefferey.murrell@hqg.doe.gov

1
r
50 Years of Federal Energy Management
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GEB Legislative Drivers

* EISA2007

— Numerous mentions (114 to be exact!) of “smart”, from smart grid technologies to smart
consumer devices and appliances to smart services and practices

« EA2020

— Smart building acceleration: The section requires the Secretary of Energy, as a part of the Better
Building Challenge, to develop smart building accelerators to demonstrate innovative policies

and approaches to accelerate the transition to smart buildings. The section also establishes a
R&D program focused on building-to-grid integration

« EO 14057 (Catalyzing America’s Clean Energy Industries and Jobs through Federal
Sustainability)

— Guidance for both existing facilities (energy efficiency and deep energy retrofits) and new
construction and modernization to implement GEB.
OO



Key Characteristics of

Grid-Interactive Efficient Buildings (GEBS)

A GEB is an energy-efficient building that uses smart technologies and on-site DERs
to provide demand flexibility while co-optimizing for energy cost, grid services, and
occupant needs and preferences, in a continuous and integrated way.

b ‘.
", w®
------

EFFICIENT CONNECTED SMART FLEXIBLE
Persistent low energy Two-way Analytics supported by Flexible loads and
use minimizes demand communication with sensors and controls distributed
on grid resources and flexible technologies, co-optimize efficiency, generation/storage can

infrastructure the grid, and occupants flexibility, and occupant be used to reduce, shift,
preferences or modulate energy use a1



GEB is about enabling buildings to provide flexibility in energy
use and grid operations

( )) ro ro ro
el B AN @)

- o o - ~75% of

electricity

2l
)

1
° 1
g.eneratl.on A = E
isused in RN =
buildings
Central Supply Distributed Supply and Demand E



Building Peaks Drive Grid Peaks

« 80% of grid peak demand is driven by buildings

 >10% of grid infrastructure costs are spent to meet the peak demand that occurs <1% of the time
- making those peak times the most expensive, and likely carbon intensive power

* Building level RE exports are coincident with peak grid/utility RE generation

Annual Electricity Demand
% of Available Capacity

N A~ GEBs enable buildings to work with
ea the power grid, not against it -
unlocking value and enabling grid

\%\ decarbonization
50 |

25% Source: DOE, SEPA

Winter Spring Summer Fall @L
43




How Can Buildings Provide Flexibility?

* Buildings can provide flexibility
by reducing wasted energy,
helping balance energy use
during times of peak demand
and/or plentiful renewable
generation, and reducing the
risk of frequency deviations.

* As the grid becomes increasingly A )
complex, demand flexibility can ) \ Y
play an important role in helping P = a'm/ ; = S
. . . . I tov‘:g - . h:d :' ~~~~~ Two-way data
maintain grid reliability, — VAT S, S s
i i it s, bER <2 @ e
ImprOVIHg energy affo rdablllty’ © Navigant Consulting Inc. ‘.‘- ........... ...- communication

and integrating a variety of

generation sources. @
44



Demand Flexibility provided by GEB

Power Demand

Efficiency

Hour of the Day

Baseline

Efficiency + Generate

Power Demand

Hour of the Day

Efficiency == == == 50lar PV

Efficiency + Generate +

Shed/Shift

Power Demand

J L —'

Hour of the Day

Generate — 5 hed/Shift
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Commercial GEB Measures

GEB Measure

LED fixture with full control

GEB Control Capability

Dim lights for load shed capability

Load
Shift

Demand
Response

Automatic window shade devices

Control for west, south, and east-facing facades to
shed solar heat gain during the day

Staging of electric resistance
heating

Stage operation for load shed capability

Zone space temperature setback

Program setbacks during defined peak demand
periods for load shed capability

Thermal energy storage

Leverage building thermal mass or water storage to
shift heating and cooling loads

Staging of AHU fans

Stage operation for load shed capability

Static pressure resetfor demand
response

Static reset for load shed capability

Laptop battery charger staging

Stage battery-based plug-in equipment for load shed
capability

SolarPV

Utilize on-site generation to offset peak load

Battery storage

Utilize battery storage to shed and shift load




More connectivity creates additional cybersecurity concerns...

“Next-generation interconnectivity is collapsing the boundary between the
digital and physical worlds and exposing some of our most essential >
systems to disruption. Our factories, power grids, and water treatment
facilities, among other essential infrastructure, are increasingly sheddi
old analog control systems and rapidly bringing online digital operat ;
technology (OT). Advanced wireless technologies, loT, and spaoe- 5e0
assets... will accelerate this trend, moving many of our e$ervt;a¢ stems
online and making cyberattacks inherently more destructive and
Impactful to our daily lives.”

National Cybersecurity Strategy (March 2023)

-




Federal Cybersecurity Drivers

 Laws & policies require federal agencies to enhance their cybersecurity
posture, including:

— Federal Information Security Modernization Act of 2014 (FISMA 2014)
— Cybersecurity Enhancement Act of 2014

— loT Cybersecurity Improvement Act of 2020

— Executive Orders

« EO 13636 - Improving Critical Infrastructure Cybersecurity (2013)

« EO 13800 - Strengthening the Cybersecurity of Federal Networks and Critical
Infrastructure (2017)

e EO 13870 - America’s Cybersecurity Workforce (2019)
« EO 14028 - Improving the Nation’s Cybersecurity (2021)

By



loT Cybersecurity Improvement Act of 2020

Information Organization- Information
About the loT Specific About the
Device Information System
T l T
. ”Pd"'fei System Risk
Sl Assessment

}

Device Cybersecurity Requirements

Device Cybersecurity
Capabilities

Non-Technical
Supporting Capabilities

Source: https://www.nist.goV/itl/applied-cybersecurity/nist-cybersecurity-iot-program/sp-800-213-series

NIST SP 800-213 /oT Device
Cybersecurity Guidance for the Federal
Government: Establishing loT Device
Cybersecurity Requirements series

— Does not replace other cybersecurity
frameworks (such as the Risk Management
Framework or Cybersecurity Framework) as
foundational security guidance

— NIST SP 800-213 explains the role of loT
devices as elements of federal systems and
provides guidance for addressingtheir
unique risks

— Complemented by NIST SP 800-213A /oT
Device Cybersecurity Requirements Catalog

By



https://www.nist.gov/itl/applied-cybersecurity/nist-cybersecurity-iot-program/sp-800-213-series

GEB and Cybersecurity

!
Yy -
& lte

Increasing # of
connected devices
and equipment

Increasing amount of
targeted ICS/OT
cyber attacks

Increasing # of
unfilled cyber
security positions

GEB is a set of strategies, not an exact type or class of technologies

GEB solutions can interact directly with operational technology (OT) to

provide that grid flexibility by controlling physical devices, processes,
and events

— OT systems and equipment need to be accessible so they can be
controlled/maintained

— Losing OT systems and equipment can be hugely costly and impactful to
life, health, or safety

— Older OT systems may not have protections to prevent threat actors from
taking advantage of vulnerabilities

— Traditional IT solutions may not work for OT
— If compromised, OT technologies could have both cyber and physical

impacts
Sl



FEMP Cybersecurity Program

 FEMP is working to help Federal facilities actively identify, prioritize, and mitigate
the risks of cyberor physical attacks on facility-related control systems and

distributed energy resources without adversely impacting required level of service
for efficient operations

e Resourcesinclude:

— Training on Federal facility cybersecurity vulnerability assessments and risk management

— Developing and validating a facilities cybersecurity framework (FCF) and distributed energy
resources cybersecurity framework (DERCF) to meet the requirements of E.O. 13800

— Developing and validating an interactive training game to address the NIST “Framework for
improving critical infrastructure cybersecurity”

— Developing and launching on-demand trainings for the Distributed Energy Resource
Cybersecurity Framework (DERCF)

 Visit: https://www.energy.gov/femp/energy-and-cybersecurity-

Integration @_ 51



https://www.energy.gov/eere/femp/energy-and-cybersecurity-integration
https://www.energy.gov/eere/femp/energy-and-cybersecurity-integration

FCF Internet of Things Assessment Tool

& GG @ control Required Required Require & save ° FC F_I T u rt t f ntr I t I f
1. Your organization requires a unique identifier in IoT devices to support asset : S : s EI E E : : : : : El EI : S :
286 of 286 Answere: management and monitoring of the system.
Implementation Notes » I T [ ] L] L] I L] L]
R ol device cybersecurity capabilities and
ub Controls onatld Notsupported
w Device Identification " L] L] L] L]
e e non-technical supporting capabilities
all other devices
Actions Based on Dev e Liit

- * Helps organizations assess their loT device
cyber capabilities/ requirements posture,
what loT device capabilities are required for
Device Identification Device Configuration an organization to achieve their mission
objective, and what is currently incorporated
for the devices

" ' ' - Generates downloadable report that can
‘ help identify gaps
S0l

Physical Identifier

Il No Response [l Supported Il No Response [l Supported
M Partially Supported Il Not Supported W Partially Supported Il Not Supported

Hosted at: https.//facilitycyber.labworks.org/assessments/FCF_loT



Use a Demo Flle tO Explore Click Here for Resources

|y Resources Identify Find Understand & Mitigate Cybersecurity Useful Security &
EACILITY CYSERSECURITY Needs Gaps Gaps Training Links Privacy

DEMO FILES

FCF Core Example Save File Management Priorities Example Save RMF Example Save File
- File )
An example save file with a stronger An example save file
performance An example save file with a stronger
performance
Download Download Download

F-C2M2 Example Save File FCF loT Example Save File A” tOO|S freely avalla ble at:

,;.Qrigrar?apr:iesave file with a stronger An example save file httS: f faC”lt ,: ber.|abWOrkS.
Download Download ﬂgl

ArcGen Demo Network Defense 3D ArcGen Network C | |C k “ d own Ioa d 7 fo I d emo f| |e

A simple complete netwark architecture Map . .
example for loading into the ArcGen The network map created using ArcGen Of C h oice naV|gate to too |
visualization. that is used in Network Defense 3D. ! 7
C “ ”
and click “load” to upload the

demo file!

Download Download
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Objectives of a Data Driven Approach to Operations & Maintenance

* Develop a comprehensive operations and maintenance
(O&M) program

* |dentify how facility data can inform your O&M program

* |dentify resources and trainings that can help you improve
your organization’s O&M program



Defining O&M

Decisions/actionsregarding control and
upkeep of property/equipment.

Some actions focused on scheduling,
procedures,and work/systems control and
operation.

Notjust:
- Preventive maintenance
- Fixing things when they break
- A number to call with complaints

Performance of routine, preventive,
predictive, scheduled, and unscheduled
actions aimed at preventing equipment

failure or decline.

Enhancing efficiency, reliability, and safety.



Defining O&M - A Comprehensive Approach

Engineering

Maintenance —{ C—Training

Operations O—Administration

O&M
Program

Approachas Building Optimization
Tools — Existing Building Commissioning
« Improved Resilience » Safe Operations + Healthy Buildings
* Preserve Asset Value « Meet Mission Requirements « Energy and Water Efficient Operations



Data Driven Approach: Predictive vs. Preventive Maintenance

O&M

- Program
- Based on il |
replacing, o 0&M _
P g condition of Approaciice

overhauling, or

remanufacturing equipment to

assess failure

- Fixed Interval likelihood (onset of o |
_ Condition not degradation) Predlgtlve(PdM) Maintenance
considered - Action taken to Benefits
prevent failure « Reduced failures
- O&M driven by * Improved Resilience/availability
actual/historical - Potential energy/water savings
conditions

EOU/Ig



Data Driven Approach: Predictive Maintenance

Common PdM Common PdM
Technologies Applications

* Infrared * Pumps O’
thermography * Motors

* Lubricant and wear * Diesel generators _
particle analysis . Condensers ’”f°imzt;‘jl\’; ’Be::t“;faej;ces

e Ultrasonic analysis e Circuit breakers Guide Chapter 6

* Vibration analysis e Valves — NASAProcedural

* Motor analysis * Electrical storage Eni?#éir:fgfaﬁgam“tles

- Perfo_rmance systems Operations Management,
trending. . Transformers Appendix F

* Tanks and piping. @


https://www.wbdg.org/ffc/doe/criteria/femp-operations-maintenance-best-practices
https://www.wbdg.org/ffc/doe/criteria/femp-operations-maintenance-best-practices
https://nodis3.gsfc.nasa.gov/displayDir.cfm?t=NPR&c=8831&s=2F
https://nodis3.gsfc.nasa.gov/displayDir.cfm?t=NPR&c=8831&s=2F

Data Driven Approach: Key Performance Indicators (KPIs)

KPlscan be usedto:

Measure O&M
performance

|dentify areas in need
of improvement

: Track and trend over
Numericvalue 218 at?r;ee dove

Work planning, execution,
and administration

Equipment effectiveness
Measure/evaluate

progresstoward a Maintenance

defined goal or cost/financial
objective effectiveness

Programmatic
effectiveness

Safety and environment
effectiveness

Administration
0&M

Program



Re-tuning

Data-driven process of improving control of existing building energy
systems, centered on the building automation system (BAS) through

— Application of simple principles, embodied in best-practice re-
tuning measures

— Drives identification and correction of possible O&M issues

— Adoption of strategies for better monitoring and controls (e.g.,

utilize trend data and training to manipulate reset parameters
for “tuning”)

U oW

“Turn it off”

“Turn it down”

LT

“Mitigate simultaneous
heating and cooling”

W

A\
L

“Reduce infiltration

and outside air” 61



Data Driven Approach: Re-tuning

Low-cost approach to optimizing HVAC in buildings,
primarily through the building automation system (BAS)

O&M
Program

I !Exstmg Building

Commissioning

Typically realize a 5% to 25% reduction in annual building
energy use and costs

Can meet EISA/EA2020 requirements for ongoing
commissioning and agency decarbonization goals.

Extends equipment life, through correct operations and
sequencing

Building Re-tuning resources - training, Building Re-
tuning Simulator (BRS), EBCx, and checklists




O&M Tools

Existing Building Commissioning Building Re-tuning Simulator
(EBCx) Decision Tool Tool (coming soon)

 User friendly format to assist agencies
in determining the best commissioning
approach(es)

Re-Commissioning
Retro-Commissioning
Ongoing Commissioning
Re-Tuning
Guides users to the appropriate
commissioning approach to address

building operating issues, such as
comfort complaints

Helps determine if facility meets Energy
Act of 2020 exclusions.

Online training tool for Re-tuning
Challenge (expected release by end of
CY)

Quick creation of building energy
models with a focus on the impact of
controls and Re-tuning

Accurate estimation of energy, cost,
and emissions savings for each Re-
tuning measure

Develop new building operations
strategies to enhance energy/water
savings




FEMP O&M Program Resources

e FEMP - Facility Optimization

e FEMP Operations & Maintenance Best Practices, A Guide to Achieving Operational Efficiency
(Release 3.0)

e FEMP’s O&M Best Practice Resources

— Equipment Operations and Maintenance Summaries

— Operations and Maintenance Challenges and Solutions

e FEMP Existing Building Commissioning Decision Tool

* Re-tuningin Federal Buildings | Department of Energy
* PNNLs Building Re-tuning Trainings

— Buildings with BAS

— Buildings without BAS

 NASA Procedural Requirements — Facilities Maintenance and Operations Management

By


https://www.energy.gov/femp/facility-and-fleet-optimization
https://www.wbdg.org/ffc/doe/criteria/femp-operations-maintenance-best-practices
https://www.wbdg.org/ffc/doe/criteria/femp-operations-maintenance-best-practices
https://www.energy.gov/femp/equipment-operations-and-maintenance-summaries
https://www.energy.gov/femp/operations-and-maintenance-challenges-and-solutions
https://www.energy.gov/femp/articles/femp-existing-building-commissioning-decision-tool
https://www.energy.gov/femp/re-tuning-federal-buildings
https://www.wbdg.org/continuing-education/femp-courses/femp66
https://www.wbdg.org/continuing-education/femp-courses/femp67
https://nodis3.gsfc.nasa.gov/displayDir.cfm?t=NPR&c=8831&s=2F

Contacts

Mr. Nael Nmair

Supervisor, FEMP Facility and Fleet Optimization
Tel: (240) 702-6607

Nael.Nmair@hqg.doe.gov

Mr. Varun Sood
Pacific Northwest National Laboratory

Tel: (509) 371-7969
Varun.Sood@pnnl.gov
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