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RE:
Department of Energy Request for Information 
Ensuring the Continued Security of the United States Critical Electric Infrastructure 
On April 22, 2021 the Department of Energy issued a Request for Information on Ensuring the Continued Security of the United States Critical Electric Infrastructure. The Bonneville Power Administration is highly invested in protecting the Nation’s electric grid from attacks that could endanger its security and operations.

Bonneville is a nonprofit Federal power marketing administration based in the Pacific Northwest. Bonneville markets bulk wholesale hydropower generated by 31 Federal hydroelectric projects in the Pacific Northwest, one nonfederal nuclear plant, and several small nonfederal power plants over a 300,000 square mile service area with a population of 31.5 million. Bonneville markets about 28 percent of the electric power used in the Northwest. It also owns and operates an extensive high voltage transmission system, consisting of over 15,000 circuit miles of transmission lines, approximately three-fourths of the high-voltage transmission lines in the service territory.

Bonneville is committed to supporting collaborative efforts within the Department of Energy and working with other Federal agencies and regional partners to address risks associated with the security of critical electric infrastructure. These efforts include a recently launched program supporting North American Electric Reliability Corporation (NERC) Critical Infrastructure Protection (CIP) Standard – CIP-013-1, Cyber Security - Supply Chain Risk Management. This CIP standard became mandatory and enforceable on October 1, 2020. On October 1, 2022 the revised standard will be mandatory and enforceable. NERC coordination will be key in developing standards that ensure the creation of a cohesive scheme that protects the Nation’s electric grid while permitting industry stakeholders to operate a supply chain that meets operational needs. As with any new standard, time will allow maturation of best practices for risk identification and management.

Development of a Long-Term Strategy

A long-term strategy needs to take resource availability into consideration. Adequate resources should be dedicated to supporting industry and carefully balancing risk with impact and benefit. Industry will need a system that provides the ability to quickly identify manufacturers and equipment that pose a risk to grid operations. Additionally, improved communications are needed to alert industry to potential threats and effective mitigation strategies. Technical resources are required to identify emerging threats and actionable mitigation strategies. The long-term strategy should ensure alignment with existing Federal standards like NERC CIP-013 and continue to build momentum from existing security measures and provide a sustainable, risk-based, and phased-in strategy. 

Bonneville’s current adherence to NERC CIP-013-1 includes a supply chain vetting process supported by DOE’s eSCRM Service. Risk based approaches and subject matter expert support such as this provide flexibility to manage evolving risks and vulnerabilities.

Prohibition Authority

If a prohibition order to protect the Nation’s electric grid is issued, sudden and sweeping prohibitions should be avoided to prevent disruption to operations. The ability to quickly and accurately identify prohibited bulk-power system equipment will be critical. Prohibitions should be narrowly tailored to avoid over classification of equipment that results in restricting acquisition of equipment that does not pose a threat to the grid. 

Market realities should also be considered. The risk associated with sudden and sweeping changes to existing operations should be taken into consideration. Where appropriate, flexibility should be built into the process to permit a risk based assessment evidenced by specific circumstances. For example, requiring the blanket removal of equipment could be outweighed by the economic cost and associated risk in some areas of operation. The market availability of certain equipment should also be considered. Complex global supply chain transparency and end-to-end tracking would be required to identify and manage raw materials and sub-components. The scale and scope of achieving this level of supply chain maturity, while minimizing business disruption and impact to the BES, would require significant partnership coordination and resource commitments.

Conclusion

Bonneville agrees that protecting the Nation’s electric grid from foreign adversaries is critically important to National security and looks forward to supporting the Department of Energy in achieving this important objective. 
Sincerely,
Donna Oden-Orr
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