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Summary: Module-OT
Modular Security Apparatus for Managing Distributed Cryptography for Command & 
Control Messages on Operational Technology (OT) Networks

Objective
• Create a lightweight 

cryptographic module suitable 
for use in DERs and related 
devices. 

Schedule
• Oct. 2017 – Sep. 2020

• Key deliverables
• Workshop report 11/18

• Module design 5/19

• Test system design 9/19

• Test results 9/20

• Vendor-agnostic, open source 
design of cryptographic module  

Insert Image

Total Value of Award: $ 2,775,000

Funds Expended to Date: % 28

Performer: NREL

Partners: SNL, PNM, Solectria Solar
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Advancing the State of the Art (SOA)

• Current SOA: 
Survey of OT equipment shows wide variety of security controls. 
Testing reveals weak security even on DER devices (e.g. inverters)  

• Feasibility of approach: 
Leveraging existing cryptographic libraries lowers cost of 
development; close engagement with utilities, vendors, and other 
stakeholders ensures applicability and practicality of approach

• Improvement over SOA: 
Vendor agnostic; modular (separates power system from crypto 
system); compliance with emerging DER security standards

• End user benefit: 
Improved confidence for investors and system operators in the security 
of DER

• Advancing cybersecurity for EDS:
Mitigation against man-in-the-middle and other attacks and other that 
could result in mis-operation of large numbers of DERs
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Challenges to Success

Ensure that module is interoperable with product lines
• Stakeholder advisory group vendors
• Solectria Solar added as a project partner for testing and evaluation
• Careful definition of hardware and software interfaces

Variety of devices and placement within DER architecture
• For initial evaluation and design, narrow focus to a subset of devices
• Engagement with utility and vendor community regarding DER 

architectures

Ensure that cryptographically induced latency does not 
interfere with real-time control needs for DER  

• Simulation and field testing

Ensure that key management is management for all parties
• Draw from existing research on PKI for industrial applications (so-called 

“industrial key infrastructure”)
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Progress to Date

Major Accomplishments
• Research on current security controls in DER-related devices

• Day-long workshop with industry stakeholders (and workshop 
report)

• Defined hardware and software interfaces and key features

• Export control issues resolved

• Technical report drafted (useful for design)

• Investigated DER communication requirements and impact

• Initial lab analysis of SEL 3025 Serial Shield

• Submitted two concept papers to IEEE Power and Energy
conference
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Collaboration/Technology Transfer

Plans to transfer technology/knowledge to end user
• End users:

• Vendors – Will publish all project results, including design and code, 
under an open source license in a form useful to anyone wishing to 
commercialize. The project will conduct outreach to vendors via 
conferences and other industry events.

• End users – Will reach out to utilities, DER owners and aggregators, 
and others to raise awareness about the need for DER security and 
the availability of this module for vendor implementation. 

• Testing and demonstration: 
• In addition to lab testing, two field demonstrations are planned at 

project partner sites: PNM and Solectria Solar. Details of testing 
architecture currently being developed. 
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Next Steps for this Project

To the end of project:
‐ Build testing architecture

• Will include testing in an emulated environment prior to field testing

• Researching and analyzing existing procedures (e.g., FIPS 140-2, 
FIPS 197, IEEE 1547-2018)

‐ Detailed design technical report

‐ Design, test, and validate prototype module

‐ Validation of cryptographic implementation

‐ Lab testing (including pen testing)

‐ Field testing

‐ Final report
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Assumptions and architecture
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DER Communication 
Requirements and Impact

Requirements
‐ Studied standard communications for DER support of grid functions, 

including the Common Smart Inverter Profile (CSIP) and SunSpec 
Information Models

‐ Examples include setting the mode of the inverter, setpoints, alarms, 
and more

Impact
‐ The consequence if its confidentiality, integrity, availability is 

compromised
‐ The additional cost of applying security to protect and 

corresponding impact to communications 

Report
‐ Information from this document can be used to inform the design 

of the Module OT prototype and recommendations on security 
modules for DER in general
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Impact of Encryption on DER Systems

Investigated symmetric cryptography algorithms for reducing 
complexity and resource utilization

‐ Focused on Advanced Encryption Standard (AES)

Image Credit: https://www.tutorialspoint.com/cryptography/advanced_encryption_standard.h  
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Performance Impact of Different AES 
Algorithms

AES implemented in different modes
• Example comparison results for a lightweight microcontroller, using a mid-

range ARM Cortex-M3 processor encrypting 1024 input bytes is shown 
below

• Key lengths: 128, 192, 256; Modes CBC, GCM, CCM

Image Credit:  “Performance of State-of-the-Art Cryptography on ARM-based Microprocessors,” ARM, 2015.
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Encryption Impact Testing in Emulated 
Environment

Testing on emulated DERs
‐ In-progress, obtaining results on AES key 

length and mode impact on latency within 
system

‐ Modeled within SCEPTRE, a Sandia-
developed Emulytics™ tool, and includes 
the SunSpec System Validation Platform 
(SVP) communicating with multiple DERs 
through encrypted tunnels

‐ Initial conclusions find that average latency 
impact to DERs is very low, despite mode 
and key length

Example Initial Results
DER-11 • aes256-gcm@openssh.com
DER-12 • chacha20-poly1305@openssh.com
DER-13 • aes128-ctr
DER-14 • aes192-ctr
DER-15 • aes256-ctr
DER-16 • aes128-gcm@openssh.com
DER-17 • aes256-gcm@openssh.com
DER-18 • chacha20-poly1305@openssh.com
DER-19 • None
DER-20 • None

DER-01 • aes128-ctr
DER-02 • aes192-ctr
DER-03 • aes256-ctr
DER-04 • aes128-gcm@openssh.com
DER-05 • aes256-gcm@openssh.com
DER-06 • chacha20-poly1305@openssh.com
DER-07 • aes128-ctr
DER-08 • aes192-ctr
DER-09 • aes256-ctr
DER-10 • aes128-gcm@openssh.com
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