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BACKGROUND 

 
Under requirements established by the National Archives and Records Administration (NARA), 
agencies must develop and implement policies to ensure that all information defined as "Federal 
records," specifically including electronic mail (email), are maintained in agency recordkeeping 
systems.  Failure to appropriately identify and manage email as records impairs the agencies' 
ability to respond to the requirements of various statutes and obligations, including the Freedom 
of Information Act, discovery in litigation, law enforcement efforts, and maintenance of historical 
records of Departmental activities.  

 
The Office of Inspector General's Follow-up Audit on Retention and Management of the 
Department of Energy's Electronic Records (DOE/IG-0838, September 2010) identified issues 
with the Department's electronic records management process.  In particular, the review found 
that the Department had not included Federal requirements in its recordkeeping policies and 
guidance, considered records management to be a low priority, and had not properly trained its 
employees to identify and maintain electronic records.  In 2012, the Office of Management and 
Budget issued direction to Federal agencies to manage all email records using an automated 
software application by the end of 2016.  In light of the Department's previous weaknesses in this 
area and the upcoming deadline for records management implementation, we initiated this review 
to determine whether the Department effectively managed its Federal email records. 

 
RESULTS OF REVIEW 

 
We determined that the Department was not effectively managing its Federal email records.  
Our conclusion is based on our review of the processes in place at seven Department programs 
and three field sites.  We found that: 
 

• The Department, including its National Nuclear Security Administration, had not 
implemented a process to ensure that email records were identified and managed in 
accordance with Federal requirements.  With one notable exception, all of the programs 
and sites reviewed relied on users to identify and retain email records.  Although NARA 
permitted agencies to rely on users to identify and maintain records, our review concluded 
that various individuals, including senior Department officials, were not adequately 
familiar with NARA requirements for identifying and retaining records.  In most cases,
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users were unaware that they were even responsible for identifying which emails 
should be retained as records.  The relatively widespread lack of user awareness 
significantly limits the Department's ability to ensure that appropriate email records 
are identified and maintained. 

 
• The Department also had not effectively implemented the archival and retrieval 

process related to email records.  Specifically, the methods and timeframes for 
archival and retrieval were often inconsistent and, as a result, limited the 
Department's ability to manage its email.  Notably, the Office of the Chief 
Information Officer – which manages email services for numerous programs – had 
not established an effective mechanism for retaining email records.  To be clear, 
under existing policies recovery of email may be possible for varying periods of 
time, however, the, process would be very difficult and cost prohibitive. 

 
• Furthermore, the Department had not fully addressed the use of personal email 

accounts to conduct government business.  Department officials noted that 
guidelines within which employees could send or receive work-related email from 
their personal accounts had not been established, making archival and retrieval of 
potential records difficult or impossible. 

 
These issues occurred, in part, because the Department's approach to records management 
lacked coordination among programs.  Despite recent concerns regarding email records 
retention, effective records management had not been treated as a priority.  For instance, 
there was significant confusion among the Office of the Chief Information Officer and 
Department programs as to which organizations were responsible for managing email 
records.  In addition, employees had not always received training or direction related to 
their responsibilities for ensuring that Federal records were identified and managed.  
Furthermore, although software applications which can help organizations manage email 
records are supposed to be in place by the end of 2016, we found that only one of the 
programs and sites reviewed had implemented this type of application to date.   
 
To its credit, the Office of Energy Efficiency and Renewable Energy (EERE) had already 
implemented an automated records management solution that was used to manage its email 
records.  Program officials reported that the application – which identifies, sorts, and stores 
records without the necessity of intervention from the end user – has been very successful 
since its implementation.  EERE's proactive records retention activities were commendable 
and should serve as a guide for the rest of the Department.  Without additional effort by all 
of its programs and sites, the Department will continue to experience difficulties in 
expanding its records management program to fully include electronic records.  We have 
made several recommendations that, if fully implemented, should assist the Department in 
meeting records management requirements related to its sizable amount of email traffic. 

 
Because of the extent of policy weaknesses and the lack of understanding by employees 
regarding their email retention responsibilities, we did not feel it would be productive and 
therefore did not test whether any particular individual's email had been properly maintained. 
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MANAGEMENT RESPONSE 
 

Management concurred with the report's recommendations and indicated that corrective 
actions had been initiated or were planned to address the issues identified in the report. 
Management's comments and our responses are summarized in the body of the report. 
Management's formal comments are included in their entirety in Appendix 3. 

 
Attachments 

 
cc: Deputy Secretary 

Under Secretary for Science and Energy 
Administrator, National Nuclear Security Administration 
Deputy Under Secretary for Management and Performance 
Chief of Staff 
Chief Information Officer 
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DETAILS OF FINDING 
 
Our review focused on the management of the Department of Energy's (Department) Federal 
employees' electronic mail (email) records at seven programs and three field sites.  Although the 
Department committed to fully implementing corrective actions to address the recommendations 
in our prior report on Retention and Management of the Department of Energy's Electronic 
Records (DOE/IG-0838, September 2010), our inquiry found that the previously identified issues 
related to electronic records management remained largely unresolved.  All of the programs and 
site offices reviewed indicated that they had initiated actions to ensure that Federal records 
management requirements established by the National Archives and Records Administration 
(NARA) could be met.  However, at the time of our inquiry, the Department and its programs 
had not always properly identified email records for management and retention in accordance 
with Federal requirements.  In addition, the Department had not implemented fully effective 
methods for archiving and retrieving email messages that may represent electronic records. 
 
Electronic Mail Records  
 
The Department, including the National Nuclear Security Administration (NNSA), had not fully 
implemented a process to ensure that email records were properly identified for management and 
retention in accordance with NARA requirements.  NARA Bulletin 2013-03 related to 
management of Federal records, including email accounts, required that email containing 
documentary evidence of various types of agency business should be identified and retained as an 
official agency record.  Our review of seven programs and three field site offices found that it 
was generally each individual user's responsibility to determine if email received were records 
and to manage them appropriately.  However, only 8 of the 53 Federal employees1 we spoke with 
during our inquiry acknowledged this responsibility.     
 
In addition, the Department's Records Management Handbook required that all employees 
preserve agency records.  To support this guidance, several programs reviewed indicated that 
personnel were instructed to identify and provide for proper disposition of records, including 
email, under their control upon separation from the Department.  Although such action can ensure 
that records held by individuals no longer employed by the Department continue to be maintained, 
the Department's 2014 Records Management Self-Assessment, which was submitted to NARA by 
the Office of the Chief Information Officer (OCIO), indicated that this process was ambiguous 
and inconsistent across the Department. 
 
We also identified two sites which continued to manage email records in hardcopy form.  This 
process conflicted with the requirements of the Presidential and Federal Records Act 
Amendments of 2014, which required that electronic records be archived in electronic form to the 
maximum extent possible.  In addition, the Office of Management and Budget (OMB) and 
NARA noted that the continued use of the "print and file" method of managing email puts

                                                           
1 Respondents from the Office of Energy Efficiency and Renewable Energy were not included in this figure as the 
responsibility for managing email records was managed by a software application instead of the user.  The use of this 
application is discussed more fully later in this report. 



 

 
Details of Finding   Page 2 
 

 
agencies at risk of losing records, not having them available for business needs, and allegations 
of unauthorized destruction.  Furthermore, our prior report on this subject noted that printing and 
saving emails as paper records is a costly and antiquated process.   
 
Message Archival and Retrieval 
 
In addition to the weaknesses related to identification of email records, we found that the Department 
had not implemented fully effective methods for archiving and retrieving email messages that may 
represent electronic records.  Our inquiry identified varying retention periods for email messages.  
Although each of the programs and site offices included in our review could access messages from 
active email accounts, we noted that, in many cases, deleted emails were not retained.  For instance, 
while the OCIO could retrieve current messages from user accounts at any time, it could only easily 
retrieve deleted messages from the email application for 14 days following deletion.  As a result, if an 
individual deleted a message that should have been retained as a record, it would become extremely 
difficult to retrieve within only a matter of days.  In contrast, the contractor that provided email 
services to Federal employees at the Pantex Plant and the Y-12 National Security Complex indicated 
that it retained all email for at least 5 years. 
 
Notably, all programs and site offices retained email server backups for continuity of operations 
purposes.  However, because of the methods used to maintain backups, officials noted that the 
process to restore and retrieve specific messages from the backups was arduous and resource 
intensive.  In addition, Federal requirements prohibited backup media from being used as a 
recordkeeping system.  Therefore, we determined that the inability to recover email coupled with the 
weaknesses we found related to identification of records increased the risk that the Department's 
email records could be lost and/or unrecoverable.  In addition, the inability to archive and retrieve 
email records could significantly impact the Department's ability to respond to Freedom of 
Information Act requests, ongoing litigation, or law enforcement efforts.   
 
The Department also had not fully addressed the use of personal email accounts to conduct 
government business.  Specifically, various program officials noted that there were no controls in 
place within their organizations to prohibit an individual from sending or receiving work-related 
email from their personal non-government accounts.  Although OMB and NARA permitted the use 
of personal email accounts to conduct agency business, they required that controls be in place to 
ensure that resulting records were appropriately identified and retained.  Our review found that 
contrary to this guidance, the Department had not fully established the parameters within which 
such activities could be acceptably and securely achieved.  As such, there was no assurance that 
electronic records critical to supporting agency functions were maintained in accordance with 
Federal regulations.   
 
Although the practice would not completely prevent the use of private email accounts for official 
business, we noted that the Office of Science had taken action to reduce some of the risks associated 
with such practice.  Notably, it asserted that system users were unable to auto-forward messages 
from its network's email servers to a personal email address.  Citing concerns over the unauthorized 
or inadvertent transmission of sensitive information, the Office of Science recently issued policy 
strictly forbidding this practice on its network.  Limited testing performed during our inquiry 
confirmed that messages could not be automatically redirected from the Office of Science network to 
a personal email account.
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Contributing Factors 
 
The issues we identified with the Department's email management practices occurred, in part, 
because its approach to electronic records management lacked coordination among programs and 
it had not made effective records management a priority.  Employees also had not always 
received training or direction related to their responsibilities for ensuring that Federal records were 
appropriately identified and managed.  In addition, although software applications can help 
organizations enhance the ability to effectively manage email records, we found that only one of 
the programs reviewed had implemented an automated capability for identifying and retaining 
email.   
 

Coordination and Approach 
 
We determined that a lack of coordination among programs contributed to a number of 
weaknesses identified during our review.  For instance, there was significant confusion among the 
OCIO and Department programs as to which organizations were responsible for managing email 
records.  Yet, many program officials we spoke with expressed their belief that it was the OCIO's 
responsibility.  OCIO officials indicated that it was the programs' responsibility to manage their 
own records as they deemed necessary.  We noted that Department Order 243.1B, Records 
Management Program, identified responsibilities for ensuring that a records management 
program was implemented, including the requirement that the Heads of Department Elements 
ensure that electronic records were appropriately maintained by the end of fiscal year 2015.  
However, only one of the programs reviewed was on track to meet this deadline.  While officials 
from numerous programs commented that they were still awaiting direction from the OCIO 
regarding how to proceed with an implementation approach, a records management official 
emphasized that they did not have the authority to force the Department's programs to implement 
the Order.  In addition, officials had not taken a coordinated approach to determining how 
software applications would be used to manage email records in an effort to meet pending Federal 
requirements.  We found that many programs had either not taken any action to begin addressing 
the NARA requirements related to the use of software applications or had independently initiated 
actions without identifying a common Department-level approach.   
 
Our discussions with Department officials and reviews of supporting documentation also 
indicated that records management was regarded as a low priority and, as such, had not received 
the necessary management attention and awareness to facilitate effective program 
implementation.  For example, OCIO officials commented that the office charged with records 
management program implementation lacked the necessary resources to effectively ensure that 
the Department's approximately 15,000 Federal employees were aware of relevant requirements.  
Similarly, the Department's own 2014 Records Management Self-Assessment indicated that the 
records management program was not effectively aligned within the Department or sufficiently 
staffed to monitor the breadth of information systems in use across the agency.   
 

Training and Outreach 
 
The Department had not provided mandatory records management training to users even though it 
was required to do so by OMB and Department Order 243.1B.  OCIO officials stated that training 
was in development, but deployment had been delayed since 2014 due to technical issues.  The 
expectation was that the training was to have been available by June 2015 but was not being offered 
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at the time we completed our review.  Officials indicated that such training would be mandatory for 
employees in fiscal year 2015.  Absent such training, the Department cannot ensure that employees 
are knowledgeable of their records management responsibilities.  This issue was also identified in 
the recent Government Accountability Office report on Additional Actions Are Needed to Meet  
Requirements of the Managing Government Records Directive (GAO-15-339, May 2015).  Notably, 
the Office of Environmental Management, National Energy Technology Laboratory, and Oak Ridge 
Office had provided records management training to employees.  However, officials with many of 
the remaining programs included in our inquiry stated that they were relying on the OCIO to 
develop and distribute a training session.  Our review found that only one-half of the Federal 
employees we spoke with noted that they had taken some form of records management training.  In 
addition, only 8 of 53 individuals interviewed were aware that it was their responsibility to ensure 
that records within their email were properly managed.   
 
In late 2014, the OCIO drafted a communication to be sent to all Federal employees to address the 
use of personal email and communicate the parameters within which such actions would be 
acceptable.  Records management officials indicated that this communication was initiated in 
response to the passage of the Presidential and Federal Records Act Amendment of 2014.  However, 
at the time of our inquiry, the notification was still in draft and had not been approved for issuance.  
Throughout our inquiry, various Department officials stated that a well-defined records management 
policy that included specific requirements for email was needed. 
 

Records Management Application 
 
The Department had not implemented software applications designed to help manage the life cycle 
of electronic records, including identification, retention, and disposition.  Although NARA noted 
that software applications can increase the efficiency and effectiveness of the records management 
process and will require the use of these applications by the end of 2016, we found that only 1 of the 
10 programs and sites reviewed were utilizing dedicated software to manage email records.  Many 
program office officials supported by the OCIO's Energy Information Technology Services 
commented that it was that group's responsibility to ensure that email records were appropriately 
identified and archived.  However, we found that the OCIO did not have the capability or 
institutional knowledge to identify records related to the programs' various missions.  OCIO 
officials within the Energy Information Technology Services division confirmed that they provided 
email services to customers but indicated that records management was not their responsibility.  
While officials told us that employees generally retained emails according to filing systems that 
worked best for their individual needs, we noted that such practices were not aligned with NARA 
requirements and did not easily enable the searching of data across the Department's many users. 
 
In the absence of a records management application, the Department's employees were generally 
expected to identify and archive email records within the default email application on their 
computers.  In fact, 23 of 53 users interviewed stated that they managed email messages in this 
manner.  While this technique may have benefits, the Department's email applications did not meet 
Federal requirements for records management because they relied solely on the user for 
identification and did not prevent the modification and deletion of records.  Despite a heavy reliance 
on this method of management for email records, the Department had not implemented a monitoring 
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capability to ensure that it was appropriately implemented.  The Department's 2014 Records 
Management Self-Assessment noted that the agency was unable to ensure that records management 
functionality was incorporated into its information systems. 
 
To its credit, the Office of Energy Efficiency and Renewable Energy implemented an automated 
system to capture and archive its email records.  Program officials reported that the system was 
successful in identifying and archiving most records.  In addition, the OCIO had initiated actions to  
enhance its ability to identify and categorize records based on an individual's position.  Although 
officials acknowledged that they were behind schedule in developing an implementation plan for 
this approach, we believe that efforts such as this should help the Department improve its 
management of email records. 
 
Path Forward 
 
Without improvements, the Department will be unable to fully meet its records management 
program requirements to protect all records, including email.  In particular, Department officials 
may not be able to provide assurance that evidence of mission-related business decisions are 
appropriately captured and maintained.  Continued reliance on individual users to store email 
messages in personal folders on their computers and networks also increases the risk that records 
will not be appropriately retained.  It also significantly increases the difficulty with which 
information can be retrieved for Freedom of Information Act, litigation, or law enforcement 
purposes.  Increased attention and priority on the activities undertaken by the Department in this 
area will enable it to meet mandated deadlines to ensure that its historical record is complete.   
 
Of primary concern is the fact that our current inquiry found that almost all of the issues identified 
during our report on Follow-up Audit on Retention and Management of the Department of 
Energy's Electronic Records in 2010 continued to exist.  As such, the Department cannot be 
assured that appropriate records, including email, were captured during the intervening time 
period.  We continue to encourage the Department to improve its email management processes 
and have made several recommendations that, if fully implemented, should achieve this goal.
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RECOMMENDATIONS 
 
To improve the Department's records management program, we recommend that the Administrator, 
National Nuclear Security Administration, the Under Secretary for Science and Energy, and the 
Deputy Under Secretary for Management and Performance, in coordination with the Department and 
National Nuclear Security Administration Chief Information Officers: 
 

1. Fully implement Federal and Department requirements for records management, to 
include properly identifying and maintaining email records; 
 

2. Implement a coordinated approach among programs and sites to increase the 
likelihood that records management activities will be completed successfully, 
including reevaluating whether records management should be elevated to a higher 
priority;  
 

3. Ensure that appropriate information and mandatory training related to records 
management is provided to all employees in a timely manner; and 
 

4. Implement records management software applications, as appropriate, to enhance 
the efficiency and effectiveness of records management activities, as well as 
meeting pending Federal requirements. 
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MANAGEMENT RESPONSE 
 
Management concurred with each of the report's recommendations and indicated that corrective 
actions had been initiated or were planned to address the identified issues.  For instance, 
management commented that the OCIO's Records Management Office will lead a collaborative 
effort to implement OMB's requirement for managing the Department's email records in an 
electronic format.  Management also stated that the Records Management Office will develop a 
policy that provides additional guidance for managing email and will launch records management 
training as one of the Department's enterprise training offerings for Federal and contractor 
personnel.  Furthermore, management stated that the Records Management Office is working to 
collaborate with the Department's program office and field site records management teams to 
identify requirements for software tools that can be used to manage electronic records and support 
and enterprise-wide capability to the extent possible. 
 
AUDITOR COMMENTS 
 
Management's comments and planned corrective actions were responsive to our recommendations. 
Management's comments are included in Appendix 3. 
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OBJECTIVE, SCOPE, AND METHODOLOGY 
 

Objective 
 
To determine whether the Department of Energy (Department) effectively managed its Federal 
electronic mail (email) records. 
 
Scope 
 
The inquiry was performed between April and September 2015 at Department Headquarters in 
Washington, DC, and Germantown, Maryland; Oak Ridge National Laboratory Site Office in Oak 
Ridge, Tennessee; and National Energy Technology Laboratory in Pittsburgh, Pennsylvania.  
Information was also obtained from the National Nuclear Security Administration Production 
Office in Amarillo, Texas, and Oak Ridge, Tennessee.  The inquiry was limited to a review of the 
Department's email management processes for Federal employees.  The inquiry was conducted 
under Office of Inspector General project number A15TG034. 
 
Methodology 
 
To accomplish our objective, we: 
 

• Reviewed applicable records management laws and regulations. 
 

• Reviewed applicable standards and guidance issued by the National Archives and Records 
Administration. 

 
• Reviewed applicable standards and guidance issued by the Department, as well as 

prior reports issued by the Office of Inspector General and the U.S. Government 
Accountability Office. 

 
• Interviewed personnel responsible for records management and the maintenance and 

operation of email infrastructures. 
 

• Interviewed a judgmental sample of Federal employees from each of the program offices 
included in our review.  To select the sample, we obtained a list of all Federal employees 
from each office reviewed and judgmentally selected individuals from various positions, 
including senior level officials.  These individuals were asked to provide information 
regarding their understanding of the Department's records and email management 
requirements and practices. 

 
We believe that the evidence obtained during our review provides a reasonable basis for our 
findings and conclusions based on our objective.  Because our review was limited, it would not 
have necessarily disclosed all internal control deficiencies that may have existed at the time of our 
audit.  We did not rely on computer-processed data to satisfy our objective.   
 
Management waived an exit conference. 
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RELATED REPORTS 
 
Office of Inspector General 
 

• Audit Report on Follow-up Audit on Retention and Management of the Department of 
Energy's Electronic Records (DOE/IG-0838, September 2010).  Although officials 
reported that prior audit findings had been addressed, the audit identified continued 
weaknesses in the Department of Energy's (Department) ability to retain and manage 
electronic records.  Specifically, none of the sites reviewed had implemented an 
electronic records management application.  Even when sites had initiated such actions, 
they were not coordinated.  The issues identified occurred, at least in part, because 
Department officials had not ensured that Federal requirements were addressed in 
policies and guidance; records management was generally considered a low priority in 
the Department and had not received adequate resources and attention; and employees 
had not always been trained to identify, preserve, and dispose of electronic records.  
Without improvements, the Department may be unable to properly identify, store, and 
dispose of records in an effective manner. 

 
Government Accountability Office 
 

• INFORMATION MANAGEMENT: Additional Actions Are Needed to Meet Requirements of 
the Managing Government Records Directive (GAO-15-339, May 2015). The 24 Federal 
agencies reviewed had taken actions toward implementing each of the 7 requirements set 
forth in the National Archives and Records Administration and Office of Management and 
Budget directive on managing government records.  However, certain requirements were 
not fully met by some agencies because these agencies were either still working on 
addressing the requirement or did not view the requirement as mandatory.  For example, 
the Departments of Commerce and Energy were in the process of developing training for 
staff, and officials from these agencies stated they planned to complete the training by June 
2015.  Until agencies fully implement the directive requirements, they may not be well-
positioned to implement the records management reforms envisioned by the directive. 

 
 
  
 

http://energy.gov/ig/downloads/audit-report-doeig-0838
http://energy.gov/ig/downloads/audit-report-doeig-0838
http://www.gao.gov/products/GAO-15-339
http://www.gao.gov/products/GAO-15-339
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MANAGEMENT COMMENTS 
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FEEDBACK 
 
The Office of Inspector General has a continuing interest in improving the usefulness of its 
products.  We aim to make our reports as responsive as possible and ask you to consider sharing 
your thoughts with us. 

 
Please send your comments, suggestions and feedback to OIG.Reports@hq.doe.gov and include 
your name, contact information and the report number. You may also mail comments to us: 
 

Office of Inspector General (IG-12) 
Department of Energy 
Washington, DC 20585 

 
If you want to discuss this report or your comments with a member of the Office of Inspector 
General staff, please contact our office at (202) 253-2162. 
 

mailto:OIGReports@hq.doe.gov
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