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Preface

As policymakers continue to consider the complex risks from natural disasters, terrorism, aging
infrastructure, and climate change, resilience is a topic that is likely to receive increasing atten-
tion. If energy infrastructure’s resilience is to improve, better use of metrics will be crucial to
guiding planning and evaluating progress. This report reviews literature on metrics for energy
system resilience to help the U.S. Department of Energy develop a framework for evaluating
and improving the resilience of energy systems for use in its ongoing efforts to draft the first
Quadrennial Energy Review.

The report was sponsored by the U.S. Department of Energy, Office of Energy Policy and
Systems Analysis. It should be of interest to policymakers, energy industry professionals, and
researchers interested in understanding how to manage resilience of infrastructure systems.

The RAND Environment, Energy, and Economic Development Program

The research reported here was conducted in the RAND Environment, Energy, and Economic
Development Program, which addresses topics relating to environmental quality and regula-
tion, water and energy resources and systems, climate, natural hazards and disasters, and eco-
nomic development, both domestically and internationally. Program research is supported by
government agencies, foundations, and the private sector.

This program is part of RAND Justice, Infrastructure, and Environment, a division of
the RAND Corporation dedicated to improving policy and decisionmaking in a wide range of
policy domains, including civil and criminal justice, infrastructure protection and homeland
security, transportation and energy policy, and environmental and natural resource policy.

Questions or comments about this report should be sent to the project leader, Henry H.
Willis (Henry_Willis@rand.org). For more information about the Environment, Energy, and
Economic Development Program, see http://www.rand.org/energy or contact the director at

eeed@rand.org.
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CHAPTER ONE
Measuring the Resilience of Energy Distribution Systems

The U.S. economy depends on reliable and affordable distribution of energy. However,
energy distribution systems are vulnerable to a diverse and dynamic set of disruptions. Sev-
eral events over the past few years highlight the range of challenges that energy distribution
systems need to address and how those challenges are evolving due to climate change and
new technologies.

In 2012, Superstorm Sandy left more than 8.5 million customers without power, with out-
ages persisting more than one week (U.S. Department of Energy, 2012a). While communities
recovered, residents faced shortages of gasoline that persisted during the same period (National
Association of Convenience Stores, 2013). Extreme cold spells in the Northeast during the
winter of 2014 sharply increased demand for natural gas, leading the prices of gas and elec-
tricity to rise (U.S. Energy Information Association, 2014). Furthermore, in 2013, Pacific Gas
and Electric Company’s Metcalf transmission substation in San Jose, California, suffered a
complex attack involving the physical damage of transformers and the systematic disabling
of both emergency response communications and supervisory control and data acquisition
systems, highlighting the vulnerability of the power grid to both physical and cyber sabotage
(Memmott, 2014).

Events like these have motivated the federal government to develop a coordinated strat-
egy to improve infrastructure performance, security, and resilience. Specifically, President
Barack Obama has called upon the federal government to (1) advance a national unity of effort
to strengthen and maintain secure, functioning, and resilient critical infrastructure (White
House, 2013) and (2) strengthen U.S. energy policy by addressing challenges faced by the
nation’s energy infrastructure (White House, 2014).

As part of the response to these mandates and as part of the 2014 Quadrennial Energy
Review, the Department of Energy asked the RAND Corporation to develop a framework for
measuring the resilience of energy distribution systems and to summarize the state of metrics
for resilience of the electric power, refined oil, and natural gas distribution systems.

This report summarizes the concepts addressed by measures of resilience (Chapter Two),
describes a framework for organizing alternative metrics used to measure resilience of energy
distribution systems (Chapter Three), and reviews the state of metrics for resilience of such
systems (Chapter Four).






CHAPTER TWO
Defining Resilience for Infrastructure Systems

Resilience has been defined many ways. Consider, for example, the following definitions from
engineering literature, policy directives, and the academic community:

Resilience is the ability of the system to withstand a major disruption within acceptable
degradation parameters and to recover within an acceptable time and composite costs and

risks. (Haimes, 2009)

Resilience is the ability to prepare for and adapt to changing conditions and withstand and

recover rapidly from disruptions. . . . [It] includes the ability to withstand and recover from
deliberate attacks, accidents, or naturally occurring threats or incidents. (White House,
2013)

Resilience is the ability to prepare and plan for, absorb, recover from, and more success-
fully adapt to adverse events. (Committee on Increasing National Resilience to Hazards
and Disasters; Committee on Science, Engineering, and Public Policy; and The National
Academies, 2012)

While distinctions exist among definitions, comparing them reveals four aspects of the system
being addressed.

First, resilience describes the state of service being provided by a system in response
to a disruption. When assessing resilience, key questions would be whether the service has
been degraded, how much of the service has been degraded, how quickly the service has been
restored, and how completely the service has been restored. Therefore, resilience does not
describe a dichotomous state of whether or not a disruption has occurred. Rather, resilience
describes the degree of disruption across multiple dimensions, which could include type, qual-
ity, time, and geography of service provision. Figure 2.1 illustrates a notional response of an
energy system to a disruption. Percentage of service provided, reflected along the y-axis, could
be measured in terms of electricity delivered, gallons of fuel shipped, economic output gener-
ated by energy, or other metrics that will be discussed in subsequent chapters. The disruption
could be a natural disaster, industrial accident, or terrorist attack. The time of disruption and
rate of service decline would depend on the nature of the event, design of the system, and mode
with which the system is operated. The duration of disruption (measured in time and reflected
along the x-axis), along with the rate and extent of recovery, would depend on these same fac-
tors. Recovery may not be complete, as illustrated in the Figure 2.1 example, in which service
delivery only recovers to 90 percent of its original level.
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Figure 2.1
Resilience Describes the State of Service from a System in Response to a Disruption
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Second, the state of a system depends on how it was designed and how it is operated.
These choices influence whether and how service is degraded during a disruption, how quickly
it recovers, and how completely it recovers. For example, an electricity grid system that is
designed with more redundancy, operated with more contingencies for backup, and designed
with recovery in mind (Figure 2.2, System B) might experience a lesser and briefer disruption
and, if so, would be more resilient than a system that has less redundancy, has fewer backups,
and is more difficult to rebuild (Figure 2.2, System A).

Third, different responses will lead to different resilience at different costs. For example,
with additional resources, it may be possible to rebuild an electricity grid after a disaster with
more-efficient equipment, and as a result, the quality of service provided after recovery could
exceed the original level of service provided (Figure 2.3, System B, Response 2).

Finally, resilience of a system also depends on the timescale. If recovery of a grid places
equipment where it was and as it was designed, over a period of years, the system may expe-
rience repeated disruptions if climate change leads to greater frequency of intense flooding
(Figure 2.4, Response 1). If the system is continually maintained and upgraded, the service
provided could improve, but at a cost (Figure 2.4, Response 2). However, if maintenance and
upgrades are not made, operations might be cheaper but service could be expected to decline
in the future (Figure 2.4, Response 3).
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Defining Resilience for Infrastructure Systems

Different Systems Will Have Different Resilience to the Same Disruption

5

120

100

80

60

40

Percentage of service provided

20

System B

System A

RAND RR883-2.2

Figure 2.3

Time (days)

Different Responses Will Lead to Different Resilience at Different Costs

120

100

80

"
\J

~

60 |—

Percentage of service provided

20 —

System B, Response 2

System A, Response 1

RAND RR883-2.3

Time (days)



6 Measuring the Resilience of Energy Distribution Systems

Figure 2.4
Resilience of a System Also Depends on the Timescale Considered
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Our review of definitions finds additional concepts that are sometimes included in
definitions of resilience. Some of these are redundant; others distinguish important system
characteristics. Examples are reliability, robustness, recoverability, sustainability, hardness,
vulnerability, fault tolerance, and redundancy. While relevant, these additional terms are not
used consistently. Reconciling the competing definitions of resilience in the literature is a dif-
ficult and not terribly productive task. Instead, when attempting to define metrics of resilience
in the context of the Quadrennial Energy Review, it is more important to capture the relevant
aspects of service delivery, system design, system operations, disruptions, costs, and timescale.



CHAPTER THREE
A Framework for Organizing Resilience Metrics

We track metrics to be able to keep score, to tell whether goals have been met or whether
success has been achieved. We track metrics to improve quality, to tell where improvements
are possible and whether progress is being made. We also track metrics simply to account for
resources, to tell whether budgets are being met and to know where assets reside.

Metrics of resilience are used for many purposes and at many levels. Some of the reasons
for metrics are more relevant to a federal perspective and others to a local or facility perspec-
tive. For example, at a national or regional level, it may be important to know how resilience
affects economic output or economic damage stemming from disasters. For a refinery operator,
it may be more important to know how many spare parts are in stock and what options exist
for backup power generation.

There is no single set of metrics that supports all decisionmaking needs; rather, each
purpose may need a unique set of metrics. But across levels of decisionmaking, the metrics
ought to be organized within a consistent measurement framework. Logic models provide
a consistent framework for organizing metrics in the fields of program evaluation and qual-
ity improvement (Rogers et al., 2000; Greenfield, Williams, and Eiseman, 2006). From an
operational perspective, a logic model explains how activities, budgets, and people (i.e., inputs)
ultimately contribute to desired outcomes. From a strategic perspective, a logic model explains
which inputs are needed to support strategy. From either perspective, a hierarchy of metrics
exists to connect inputs to outcomes and improve understanding about how to achieve out-
comes more effectively and efficiently (Figure 3.1).

'The building blocks of resilience are imputs, which define what is available to support resil-
ience. In the context of energy systems, examples of inputs include budgets, equipment, spare
parts, and personnel to support recovery operations. On their own, these inputs do not provide
resilience unless they are organized to support functions or tasks.

In a logic model framework, the ways in which inputs are organized to support resil-
ience are called capacities. Examples of capacities for energy systems include response teams
capable of repairing equipment, recovery plans that can be implemented following a disaster,
or advanced technologies that can be used to reroute power and reconstitute portions of a grid
during disruptions. Having these capacities in place is not the same thing as being able to use
them, however.

Capability metrics reflect how well capacities can serve a system when they are needed.
Ultimately, capability metrics describe how proficiently tasks can be performed. Examples
include the ability to detect leaks or outages, to repair damaged power lines or pipelines, or to
restore power outages.
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Figure 3.1
Metrics Can Serve Both Operational and Strategic Decisionmaking

Operational Perspective >
Inputs Capacities Capabilities Performance Outcomes
<€ Strategic Perspective
What is How are inputs What tasks can What is What is
available? organized? be performed? produced? achieved?
Examples Examples Examples Examples Examples
e Budgets * Response teams e Outage e Energy delivery e Increased
* Equipment e Plans detection * Efficiency economic
* Number of ¢ Aid agreements e Line repair e Reliability activity
spare parts ¢ Smat-grid tech * Backup delivery ¢ Hardness * Reduced costs

e Number of

e Outage

® Robustness

and damage

. e Improved
genek:ator: restoration e Sustainabiity hu?nan welfare
e Number o
workers

RAND RR883-3.1

Capabilities are ultimately desired because they improve system performance. Performance
metrics describe what is produced by an engineered system. In the context of energy systems,
examples of metrics include the amount of energy delivered or operating characteristics of the
system, such as efficiency, reliability, fault tolerance, sustainability, or robustness.

In the end, the performance of energy systems depends on how the systems generate
the outcomes that society is seeking to achieve. Resilience of energy systems can be measured
by many outcomes, such as reduced damage from disasters, increased economic activity, or
reduced deaths and injuries from disasters.

The literature on measuring resilience contains examples of metrics from each of these
categories: inputs, capacities, capabilities, performance, and outcomes. When selecting metrics
for resilience, it is useful to understand the availability and maturity of metrics that exist across
these categories.



CHAPTER FOUR

Existing Metrics for Resilience of Electricity, Refined Oil,
and Natural Gas Systems

To better understand how industry, governments, and communities assess the resilience of
energy systems, we reviewed published reports and peer-reviewed journal articles to find exam-
ples of metrics that are being discussed and used. We analyzed studies from 1997 to 2014,
identified by searching several commonly used databases for terms related to measurement,
resilience, and energy (see Table 4.1).

The literature search identified 58 papers and reports related to measuring energy system
resilience (see Figure 4.1), and we reviewed each paper to identify resilience metrics. Tables 4.2,
4.3, and 4.4 list examples of metrics that were discussed in these papers.! The 154 metrics that
we identified illustrate the types of resilience metrics that are used across the energy industry.
The units used and concepts tracked by metrics vary at each level of the hierarchy. At the input
level, metrics tend to describe the amount of energy produced, transmitted, or stored or the
number of people, facilities, or equipment available to support these activities. At the capacity
level, metrics describe the existence and extent of systems, policies, and organizations in place
to support energy capabilities. At the capability level, metrics describe the potential for energy
systems to provide sources or factors that determine that capability. At the performance level,
metrics describe the quality, amount, and efficiency of the services being provided by energy
systems. Finally, the outcome level describes how energy influences aspects of societal welfare
through health, safety, and the economy. Examples and descriptions of specific metrics can be
found in the literature cited for each exemplary metric.

Table 4.1
Overview of Literature Review

Criteria Details of Literature Review

Databases searched Web of Science, GreenfFile, Science.gov, Google, Google Scholar
Years included 1997-2014

Search terms used distribution, electrical power, electricity, energy, fuel, gasoline,

generation, grid, indicator, index, measure, metric, natural gas,
nuclear, petrochemical, petroleum, pipelines, power, production,
redundancy, reliability, resilience, transmission, vulnerability

1" The citations listed in Tables 4.2, 4.3, and 4.4 are instances where the metric can be found in the literature. In some

cases, the same metric was listed in several papers. We did not attempt to catalog all citations for each metric. As a result,
we have also not cited in these tables every paper that was reviewed as part of this study. The full list of papers reviewed is

included in the bibliography.
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Figure 4.1
Summary of Reviewed Literature on Energy Resilience Metrics, by Sector
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The review of metrics provides examples of the many approaches that are being used
to measure the resilience of energy systems. To better understand the range of metrics that
exist for energy resilience, we categorized metrics by three dimensions: resolution, type, and
maturity.

Resolution refers to the scale of the system being described. Metrics are collected at differ-
ent resolutions based on who is monitoring them and why. The literature we reviewed focused
on metrics for individual facilities, for systems owned by single firms,? and for regions in which
several systems exist, as well as from a national perspective. In practice, there is some semantic
ambiguity about whether a metric provides perspective for a facility or a system, a system or a
region, or a region or the nation. To reflect this ambiguity, our categorizations in Tables 4.2,
4.3, and 4.4 present metrics for electricity systems at a facility/system level, system/region level,
and region/nation level, respectively. Tables 4.5, 4.6, and 4.7 present metrics for oil or gas sys-
tems at the same levels.

The second dimension, #ype, refers to where the metric fits within the organizing frame-
work described in Chapter Three. The extent to which measures exist for inputs, capacities,
capabilities, performance, and outcomes also depends on how measures are being used. While
planning and evaluation efforts are most interested in capabilities, performance, and out-
comes, resource allocation and accountability efforts also need to track the status of inputs and
capacities.

2 In this context, we are using the word system to refer to a collection of infrastructure that operates together to provide
a coordinated service. Examples of systems are portions of the electricity grid, pipeline networks, or railway networks.
Depending on the context, a system could be operated by a single company or authority. In other contexts, systems could
be operated through coordination by multiple firms.
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Maturity refers to how well defined the metrics are, how systematically they are collected,
and how well they are organized. Our assessment of maturity reflects the practical challenges
that extend beyond defining metrics and that can arise when collecting and managing data.
We categorized metrics into three levels of maturity:

* Low—Metrics are mentioned in the literature but not consistently defined, and, if col-
lected, only sporadically or inconsistently.

* Medium—DMetrics are collected using well-defined methods but collected sporadically.

* High—Metrics are collected using well-defined methods and collected at the appropriate
timescale.

By categorizing the metrics in this way, we drew three observations about the state of measur-
ing resilience of energy systems.

First, there are more metrics for electricity systems (105 in the reviewed literature) than
for systems for oil or natural gas (67 metrics).? The difference in numbers of metrics is a result
of two factors. First, as Figure 4.1 illustrates, we identified fewer papers about oil and gas
systems than about electricity systems. Second, the papers about electricity systems covered
more aspects of resilience than the papers about oil and gas systems. Greater attention to the
resilience of electricity systems is not surprising, given that the electricity grid infrastructure
(e.g., transmission and distribution lines) is more exposed and vulnerable to disruptions than
oil and gas infrastructure (e.g., pipelines and storage tanks).

Second, the literature pays more attention to metrics for the more detailed levels of facili-
ties and systems. Almost half of the metrics identified (70 of 154) describe aspects of systems
at the facility and system levels (see Figure 4.2). Many more types of inputs and capacities are
measured as part of inventory and accounting processes across the energy industry than were
identified in the literature.

While there is greater attention to metrics at the facility/system level, these metrics pre-
dominantly described inputs, capabilities, and performance (63 of 70 shown in Figure 4.3).
Only one outcome metric was identified for the facility/system level, a component of a loss
damage index describing damage caused by fire. Furthermore, most of these metrics (53 of
70) were judged to be of low or medium maturity. One possible explanation for this is that
metrics at the facility and system levels are collected and managed by different entities that are
more directly responsible for managing resources to improve performance than for support-
ing broader societal outcomes. In addition, each entity may have its own reasons for collecting
metrics and may have crafted definitions of metrics that most suit its own needs. Therefore,
there may be opportunities to standardize definitions of metrics collected at the facility and
system levels and potentially create a systematic means of collecting and aggregating data
across facilities and systems if efficient means of doing so can be implemented.

3 Although only 154 metrics were identified, some metrics are relevant to more than one sector. Thus, the total mentioned
here is 172.
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Figure 4.2
Summary of Metrics Identified, by Resolution
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Figure 4.3
Summary of Facility/System Metrics Identified, by Type
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Third—and in contrast to the facility/system level—regional and national metrics focus
more on aspects of performance and outcomes. We identified 50 performance and outcome
metrics at these levels, and 22 of the 23 outcome metrics were at the system/region/nation
level (see Figure 4.4). Generally, performance measures existed at the system/region level and
were of medium to high maturity. In comparison, outcome measures were identified at both
the system/region and region/nation levels, but they were judged to be of low or medium
maturity. Furthermore, the literature did not clearly describe how the performance of systems
contributed to changes in outcomes. This raises questions about whether it is possible to effec-
tively manage energy systems to achieve desired outcomes by tracking performance metrics.
As a result, understanding how infrastructure performance contributes to societal outcomes
remains an active area of research. This suggests that opportunities may exist to improve track-
ing and use of outcome data.

In summary, the metrics from our literature review, presented in Tables 4.2 through 4.7,
present a complex picture of how resilience is managed and measured in energy systems. While
many metrics exist, there is no single metric or set of metrics for each purpose. Different met-
rics are needed to understand resilience at different levels of energy systems, and opportunities
exist to improve metrics for each purpose.

Figure 4.4
Summary of System/Region/Nation Metrics Identified, by Type
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CHAPTER FIVE
Developing Metrics for Energy Resilience

Resilience is a topic of interest for policymakers as they consider the complex risks from natu-
ral disasters, terrorism, aging infrastructure, and climate change faced by the transmission,
storage, and distribution systems for U.S. energy. If energy infrastructure is to become more
resilient, better use of metrics will be crucial to guiding planning and evaluating progress. The
literature review presented in this report suggests three recommendations that could improve
the metrics available to support energy policy.

Improve Collection and Management of Data on Inputs and Capacities at the
Facility and System Levels

The literature on energy resilience includes many metrics that describe the state of inputs
and capacities for energy facilities or localized energy systems. Because these metrics are col-
lected by different organizations and entities for specific purposes, they are frequently not
standardized and are rarely collected and managed in a manner that facilitates analysis to
support policy. Doing so could provide an evidence base upon which cost-effective strate-
gies to improve energy resilience could be developed. Examples of alternative standardization
approaches vary, from mandatory regulatory reporting requirements to voluntary adoption of
consensus-based management best practices. However, these types of knowledge management
alternatives could also be costly. Thus, it is prudent to consider alternative approaches to imple-
menting data collection and management, how much they might cost, and how they might
serve the interests of different stakeholder groups.

Develop Better Measures of Capabilities at the System and Regional Levels

Improvements in capability are the principal levers through which energy system owners and
operators can improve performance to achieve desired societal outcomes. However, this litera-
ture review suggests that at the system and regional levels, metrics have not been well defined
and performance data on capabilities are not regularly collected.

Measuring capabilities to respond to and recover from extreme events is difficult. For
complex energy systems, there is not yet a consensus about what the core required capabili-
ties for a system or region should be. Without opportunities to observe performance of capa-
bilities regularly, because extreme events are rare, it is difficult to demonstrate proficiency in
capabilities. Approaches used to measure and improve quality of services in other contexts—
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24 Measuring the Resilience of Energy Distribution Systems

such as health care quality, community resilience, and public health preparedness—illustrate
approaches that may be useful. Examples from these fields include extracting insights from
exercises and after-action reviews, developing drills that test components of a system, and
developing community recommendations through consensus processes that collect experience
across communities or sectors.

Defining and measuring capabilities are useful steps in developing a framework for
improving the resilience of energy systems. Developing a stronger understanding of what
are key capabilities and how to measure a system or region’s proficiency requires public- and
private-sector cooperation to identify which capabilities to measure, practical and valid exer-
cises or tests of proficiency in those capabilities, and efficient means of collecting and manag-
ing data on capability metrics.

Improve Understanding of How Capabilities and Performance Translate to
Outcomes at the Regional and National Levels

The goal of improving energy system resilience is to make communities safer and more pro-
ductive. The literature on outcomes of energy system resilience reflects these goals and includes
many potential outcome metrics. The literature does not, however, provide clarity about how
to adjust capabilities and system performance to most effectively achieve desired outcomes.
Building this understanding requires a coordinated effort to establish an evidence base in
terms of metrics for inputs, capacities, capabilities, and performance described earlier in this
chapter. This empirical foundation can then serve as a basis for modeling and understanding
the complex technical and social interactions through which energy systems support societal
goals for safety and prosperity.
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